app. py:

from flask import Flask, send_from_directory
from flask_cors import CORS

from flask_jwt_extended import JWTManager
from flask_wtf.csrf import CSRFProtect
import sys

import os

# AN ETE %% Python B&1Z
sys.path.insert(0, os.path.dirname(os.path.abspath(__file_)))

sys.path.insert(0, os.path.dirname(os.path.dirname(os.path.abspath(__file_))))

from models.models import db
from routes.routes import api
from routes.ai_routes import ai_api
import os

import logging

# BEERS
logging.basicConfig(
level=logging.INFO,
format="l(asctime)s - %(name)s - %(levelname)s - %(message)s’,
handlers=[
logging.FileHandler('app.log’),

logging.StreamHandler()



logger = logging.getLogger(__name_ )

app = Flask(__name_))

CORS(app) # AFEEIEK

# BcE

app.config['SQLALCHEMY_DATABASE_URI'] = 'sqlite:///maturity.db’
app.config['SQLALCHEMY_TRACK_MODIFICATIONS'] = False
app.config['JWT_SECRET_KEY'] = 'your-secret-key-change-this-in-production’
app.config['SECRET_KEY'] = 'your-secret-key-for-csrf-protection’

app.config['WTF_CSRF_ENABLED'] = False

# FEE1L IWT EIHE

jwt = JWTManager(app)

# HUE1L CSRF {£3F

# csrf = CSRFProtect(app)

# Wn i EdEE

db.init_app(app)

# SEMEEE

app.register_blueprint(api, url_prefix="/api’)

app.register_blueprint(ai_api, url_prefix="/api')

# BISXERS



@app.route('/")
def serve_index():
from flask import send_file
# FaifgEIE B RKEZ
project_dir = r'C:\Users\Lenovo\Documents\trae_projects'

index_path = os.path.join(project_dir, 'frontend’, 'html’, 'index.html’)

# 1ExHE

logger.info(f"Serving index page: {index_path}")

try:
if os.path.exists(index_path):
return send_file(index_path)
else:
logger.error(f"Index file not found: {index_path}")
return 'File not found', 404
except Exception as e:
logger.error(f"Error serving index page: {str(e)}")

return 'Internal server error', 500

@app.route('/css/<path:path>")
def serve_css(path):
from flask import send_file
project_dir = r'C:\Users\Lenovo\Documents\trae_projects'

css_path = os.path.join(project_dir, 'frontend’, 'css’, path)

logger.info(f"Serving CSS file: {css_path}")



try:
if os.path.exists(css_path):
return send_file(css_path)
else:
logger.error(f"CSS file not found: {css_path}")
return 'File not found’, 404
except Exception as e:
logger.error(f"Error serving CSS file: {str(e)}")

return 'Internal server error', 500

@app.route('/js/<path:path>")
def serve_js(path):
from flask import send_file
project_dir = r'C\Users\Lenovo\Documents\trae_projects'

js_path = os.path.join(project_dir, 'frontend’, 'js’, path)

logger.info(f"Serving ]S file: {js_path}")

try:
if os.path.exists(js_path):
return send_file(js_path)
else:
logger.error(f']S file not found: {js_path}")
return 'File not found’, 404
except Exception as e:

logger.error(f"Error serving JS file: {str(e)}")



return 'Internal server error', 500

@app.route('/pages/<path:path>")
def serve_pages(path):
from flask import send_file
project_dir = r'C:\Users\Lenovo\Documents\trae_projects'

page_path = os.path.join(project_dir, 'frontend’, "html’, path)

logger.info(f"Serving page: {page_path}")

try:
if os.path.exists(page_path):
return send_file(page_path)
else:
logger.error(f"Page not found: {page_path}")
return 'File not found', 404
except Exception as e:
logger.error(f"Error serving page: {str(e)}")

return 'Internal server error', 500

@app.route('/<filename>")
def serve_root_file(filename):
from flask import send_file
project_dir = r'C:\Users\Lenovo\Documents\trae_projects'

file_path = os.path.join(project_dir, filename)

logger.info(f"Serving root file: {file_path}")



try:
if os.path.exists(file_path):
return send_file(file_path)
else:
logger.error(f'Root file not found: {file_path}")
return 'File not found’, 404
except Exception as e:
logger.error(f"Error serving root file: {str(e)}")

return 'Internal server error', 500

# BIEEEER
if not os.path.exists('uploads'):

os.makedirs('uploads’)

# SIREURER
with app.app_context():

db.create_all()

if _name__ =="_main_"
# eI HTTP R B 5h
print"IEZE ML HTTP 2 B50...")

app.run(debug=True, port=5000)



auth.py

<IDOCTYPE html>

<html lang="zh-CN">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<tite>E3x / I - HBERNRG</title>
<link rel="stylesheet" href="../css/navbar.css">
<link rel="stylesheet" href="../css/auth.css">

</head>

<body>

<div class="particles" id="particles"></div>

<div class="floating-fruits">
<span class="fruit fruit-1"> </span>
<span class="fruit fruit-2"> </span>
<span class="fruit fruit-3"> </span>
<span class="fruit fruit-4"> </span>

</div>

<nav class="navbar">

<a href="/pages/welcome.html" class="nav-logo"> <span

data-i18n="app_name">{ FAE M </span></a>
<div class="nav-links">
<a href="/pages/welcome.html" data-i18n="nav_home">& T1</a>
<a href="/pages/index.ntml" data-i18n="nav_detect"># M </a>

<a href="/pages/result.htm!" data-il8n="nav_result">%5 & </a>



<a href="/pages/models.html" data-i18n="nav_models">1& &I FE </a>

<a href="/pages/feedback.html" data-i18n="nav_feedback"> [ {&</a>

<a href="/pages/history.ntml|" data-i18n="nav_history">Ji £ </a>

<a href="/pages/profile.ntml" data-i18n="nav_profile">F i</a>

<a href="/pages/settings.html" data-i18n="nav_settings">1®¥ &</a>
<a href="/pages/ai-assistant.html"> Al BjF</a>

<a href="/pages/about.html">%F </a>
<a href="/pages/auth.html" class="active">&3x</a>
</div>

</nav>

<div class="container">

<a href="/pages/welcome.html|" class="back-btn">«— 1R[EI & 1 </a>

<div class="auth-wrapper">
<div class="auth-tabs">
<button class="tab-btn active" data-tab="login">% % </button>
<button class="tab-btn" data-tab="register">}¥ fift </button>
<button class="tab-btn" data-tab="forgot">s1c &A% </button>
<button class="tab-btn" data-tab="reset">%E & % #5</button>
<div class="tab-indicator"></div>

</div>

<div class="auth-content">
<div class="auth-panel login-panel active" id="loginPanel">
<div class="panel-header">

<div class="logo"> </div>



<h1>¥il[E| Sk </h1>
<p>F X EHIMK PR E1FE F</p>

</div>

<form class="auth-form" id="loginForm">
<div class="input-group">
<div class="input-icon"> </div>

<input type="text" id="loginEmail" placeholder="15%i
NEBFEFALS" required>

</div>

<div class="input-group">
<div class="input-icon"> </div>

<input type="password" id="loginPassword"
placeholder="1F% N\ %43" required>

<button type="button"

class="toggle-password"> </button>

</div>

<div class="form-options">
<label class="remember-me">
<input type="checkbox" id="remember">
<span class="checkmark"></span>
EH
</label>

<a href="#" class="forgot-password">=iC L "?

</a>

<a href="#" class="change-password-direct"> H 1&{&



B </a>

</div>

<button type="submit" class="submit-btn">
<span class="btn-text">& 3x</span>
<span class="btn-icon">—</span>
</button>

</form>

</div>

<div class="auth-panel register-panel" id="registerPanel">
<div class="panel-header">
<div class="logo"> </div>
<h1>EIZMK = </h1>
<p>PIAFA], FREERCNZHK</p>

</div>

<form class="auth-form" id="registerForm">
<div class="input-group">
<div class="input-icon"> </div>

<input type="text" id="username" placeholder="15%u
NAFE" required>

</div>

<div class="input-group">



<div class="input-icon"> </div>

<input type="email" id="registerEmail" placeholder="
BHAHEBFE" required>

</div>

<div class="input-group">
<div class="input-icon"> </div>

<input type="password" id="registerPassword"
placeholder="1F% N\ %43" required>

<button type="button"

class="toggle-password"> </button>

</div>

<div class="input-group">
<div class="input-icon"> </div>

<input type="password" id="confirmPassword"

placeholder="15#1AZH5" required>

<button type="button"

class="toggle-password"> </button>

</div>

<div class="input-group">
<div class="input-icon"> </div>
<select id="userRole" required>
<option value="">151& ¥ i 7 f & </option>
<option value="farmer">X \ T {£3& </option>
<option value="consumer">34 &% </option>

<option value="business">®&j\ A & </option>



</select>

</div>

<div class="password-strength">
<div class="strength-bar">
<div class="strength-fill" id="strengthFill"></div>
</div>

<span class="strength-text" id="strengthText"> % fi45&
E</span>

</div>

<div class="form-options">
<label class="remember-me">
<input type="checkbox" id="agree" required>
<span class="checkmark"></span>
REFEIFER <a href="#">REFHK</a>
</label>

</div>

<button type="submit" class="submit-btn">
<span class="btn-text">¥ fiff</span>
<span class="btn-icon">—</span>
</button>

</form>

</div>



<div class="auth-panel forgot-panel" id="forgotPanel">
<div class="panel-header">
<div class="logo"> </div>
<h1>&ic & </h1>
<p>TBRANEBHIERTE, AL EEERERE</p>

</div>

<form class="auth-form" id="forgotForm">
<div class="input-group">
<div class="input-icon"> </div>

<input type="email" id="forgotEmail" placeholder="1%
i NHBBFE" required>

</div>

<button type="submit" class="submit-btn">
<span class="btn-text"> & X & & #51Z </span>
<span class="btn-icon">—</span>
</button>
</form>

</div>

<div class="auth-panel reset-panel" id="resetPanel">
<div class="panel-header">
<div class="logo"> </div>
<h1>EE®</h1>

<p>THEEREHMBIL</p>



</div>

<form class="auth-form" id="resetForm">

<input type="hidden" id="resetToken">

<div class="input-group">
<div class="input-icon"> </div>

<input type="password" id="newPassword"
placeholder="14I A FTZHL" required>

<button type="button"

class="toggle-password"> </button>

</div>

<div class="input-group">
<div class="input-icon"> </div>

<input type="password" id="confirmNewPassword"
placeholder="15¥IAFT ZH5" required>

<button type="button"

class="toggle-password"> </button>

</div>

<div class="password-strength">
<div class="strength-bar">

<div class="strength-fill"
id="resetStrengthFill"></div>

</div>

<span class="strength-text" id="resetStrengthText"> %
558 fF </span>



</div>

<button type="submit" class="submit-btn">
<span class="btn-text">E & &L </span>
<span class="btn-icon">—</span>

</button>

</form>
</div>
</div>
</div>

</div>

<script src="../js/i18n.js"></script>
<script type="module" src="../js/auth-page.js"></script>
</body>

</html>



detection.py
<IDOCTYPE html>
<html lang="zh-CN">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>7K RELFEAL M </title>
<style>
body {
font-family: Arial, sans-serif;
margin: O;
padding: 20px;

background: #lalaZe;

color: #fff;

}

.container {
max-width: 1200px;
margin: 0 auto;

}

hl{
text-align: center;
color: #4CAF50;

}

tab-container {
display: flex;
justify-content: center;

margin-bottom: 20px;



flex-wrap: wrap;

}

tab-btn {
padding: 10px 20px;
margin: 0 5px;
background: #2a2a3e;
color: #fff;
border: none;
border-radius: 5px;
cursor: pointer;
transition: all 0.3s ease;

}

tab-btn.active {
background: #4CAF50;

}

.detection-section {
display: none;
margin-bottom: 20px;

}

.detection-section.active {
display: block;

}

.mode-container {
display: flex;
margin-bottom: 20px;

flex-wrap: wrap;



.mode-btn {
padding: 10px 15px;
margin: 0 5px;
background: #2a2a3e;
color: #fff;
border: none;
border-radius: 5px;
cursor: pointer;
transition: all 0.3s ease;

}

.mode-btn.active {
background: #4CAF50;

}

.upload-area {
border: 2px dashed #4CAF50;
border-radius: 10px;
padding: 30px;
text-align: center;
margin: 20px 0;
cursor: pointer;
transition: all 0.3s ease;

}

.upload-area:hover {
background: rgba(76, 175, 80, 0.1);

}

.upload-area.dragover {

background: rgba(76, 175, 80, 0.2);



}

Jpreview-section {
margin: 20px 0;

}

Jpreview-image {
max-width: 100%;
max-height: 400px;
border-radius: 10px;
border: 2px solid #4CAF50;

}

.camera-section {
position: relative;
margin: 20px 0O;
width: fit-content;

}

.camera-video {
position: absolute;
top: O;
left: O;
width: 100%;
max-width: 640px;
border-radius: 10px;

}

.camera-canvas {

position: relative;
z-index: 10;

width: 100%;



max-width: 640px;
border-radius: 10px;
display: block;
}
Jbutton-container {
margin: 20px O;
}
btn{
padding: 10px 20px;
margin: O 5px;
background: #4CAF50;
color: #fff;
border: none;
border-radius: 5px;
cursor: pointer;
transition: all 0.3s ease;
}
.btn:hover {
background: #45a049;
}
Joading-overlay {
display: none;
position: fixed;
top: 0;
left: O;
width: 100%;

height: 100%;



background: rgba(0, 0, 0, 0.7);
justify-content: center;
align-items: center;
z-index: 1000;
}
Joading-spinner {
width: 50px;
height: 50px;
border: 5px solid #f3f3f3;
border-top: 5px solid #4CAF50;
border-radius: 50%;
animation: spin 1s linear infinite;
}
@keyframes spin {
0% { transform: rotate(0Odeq); }
100% { transform: rotate(360deg); }
}
result-section {
margin: 20px 0;
padding: 20px;
background: rgba(255, 255, 255, 0.1);
border-radius: 10px;
}
result-section h3{
color: #4CAF50;

}

.progress-bar {



width: 100%;
height: 20px;
background: #2a2a3e;
border-radius: 10px;
overflow: hidden;
margin: 10px O;

}

Jprogress-fill {
height: 100%;
background: #4CAF50;
border-radius: 10px;
transition: width 1s ease;

}

real-time-result {
margin: 20px O;
padding: 15px;
background: rgba(255, 255, 255, 0.1);
border-radius: 10px;

}

@media (max-width: 768px) {
tab-container, .mode-container {

flex-direction: column;
}
tab-btn, .mode-btn {
margin: 5px 0;

width: 100%;



}
</style>
</head>
<body>
<div class="container">

<h1>7KRpAERN</n1>

<div class="tab-container">
<button class="tab-btn active" data-tab="cucumber"> & JI{</button>
<button class="tab-btn" data-tab="tomato">  Z7#fi</button>
<button class="tab-btn" data-tab="apple"> &R </button>

</div>

<l-- ETHEI -->
<div id="cucumberSection" class="detection-section active">
<div class="mode-container">

<button class="mode-btn active" data-mode="cucumber-image">

& F </button>
<button class="mode-btn" data-mode="cucumber-video" > 5
</button>
<button class="mode-btn" data-mode="cucumber-camera">#%1&
3L </button>
</div>

<l-- ERER -->
<div id="cucumberimageSection" class="image-section">

<div id="cucumberUploadArea" class="upload-area">

<p>RWHIER LEEF </p>



<input type="file" id="cucumberFilelnput" style="display: none;"

accept="image/*">
</div>

</div>

<l-- PEELR -->

<div id="cucumberVideoSection" class="video-section" style="display:

none;">
<div id="cucumberVideoUploadArea" class="upload-area">
<p> R EEiER EER</p>

<input type="file" id="cucumberVideolnput" style="display:

none;" accept="video/*">
</div>

</div>

<o BEAER o>

<div id="cucumberCameraSection" class="camera-section" style="display:

none;">

<video id="cucumberCameraVideo" class="camera-video"

autoplay></video>

<canvas id="cucumberCameraCanvas"

class="camera-canvas'></canvas>
<div class="button-container">

<button id="cucumberStartCameraBtn" class="btn"> B &5k

</button>

<button id="cucumberCaptureBtn" class="btn" style="display:

none;">fA R </button>
</div>

<div id="cucumberResult" class="real-time-result" style="display:



none;"></div>

</div>

<l-- FUEXE -->

<div id="cucumberPreviewSection" class="preview-section"

style="display: none;">

<img id="cucumberPreviewlmage" class="preview-image" src=
alt="FRUUS A ">

</div>

<|-- DHriRE -->
<div class="button-container">
<button id="cucumberAnalyzeBtn" class="btn">FF454& M </button>

</div>

<I-- Z£RXE -->

<div id="cucumberResultSection" class="result-section" style="display:

none;">
<h3>fg ML R </h3>
<p>7KER A <span id="cucumberDetectedltem"></span></p>
<p>fREE: <span id="cucumberMaturityPercent"></span></p>
<div class="progress-bar">

<div id="cucumberProgressFill" class="progress-fill"
style="width: 0%"></div>

</div>
<p>IRZS: <span id="cucumberMaturityStatus"></span></p>
<p>#IL: <span id="cucumberRecommendation"></span></p>

</div>



</div>

<l-- FHRW -->
<div id="tomatoSection" class="detection-section">
<div class="mode-container">

<button class="mode-btn active" data-mode="tomato-image"> &

F </button>
<button class="mode-btn" data-mode="tomato-video">f 5N
</button>
<button class="mode-btn" data-mode="tomato-camera">15{% 3k
</button>
</div>

<l-- AR -->

<div id="tomatolmageSection" class="image-section">

<div id="tomatoUploadArea" class="upload-area">
<p>R L EIER EEE A </p>

<input type="file" id="tomatoFilelnput" style="display: none;"

accept="image/*">
</div>

</div>

<l-- PUER -->

<div id="tomatoVideoSection" class="video-section" style="display:

none;">
<div id="tomatoVideoUploadArea" class="upload-area">
<p>REE iRt ER</p>

<input type="file" id="tomatoVideolnput" style="display: none;"



accept="video/*">
</div>

</div>

<o BEAER o>

<div id="tomatoCameraSection" class="camera-section" style="display:

none;">

<video id="tomatoCameraVideo" class="camera-video"

autoplay></video>

<canvas id="tomatoCameraCanvas"

class="camera-canvas'></canvas>
<div class="button-container">

<button id="tomatoStartCameraBtn" class="btn"> B aNiE% 3k

</button>

<button id="tomatoCaptureBtn" class="btn" style="display:

none;">fA R </button>
</div>

<div id="tomatoResult" class="real-time-result" style="display:

none;"></div>

</div>

<l-- YRS -->

<div id="tomatoPreviewSection" class="preview-section" style="display:

<img id="tomatoPreviewlmage" class="preview-image" src="" alt="

</div>

<|-- DR -->



<div class="button-container">
<button id="tomatoAnalyzeBtn" class="btn">FF154& M </button>

</div>

<l-- ZERXH -->

<div id="tomatoResultSection" class="result-section" style="display:

none;">
<h3>1NEER</h3>
<p>7KERE A <span id="tomatoDetectedltem"></span></p>
<p>p{FE: <span id="tomatoMaturityPercent"></span></p>
<div class="progress-bar">

<div id="tomatoProgressFill" class="progress-fill" style="width:

0%"></div>
</div>
<p>IRZS: <span id="tomatoMaturityStatus"></span></p>
<p>#iL: <span id="tomatoRecommendation"></span></p>
</div>

</div>

<l-- RN -->
<div id="appleSection" class="detection-section">
<div class="mode-container">

<button class="mode-btn active" data-mode="apple-image">E F

</button>

<button class="mode-btn" data-mode="apple-video">% 3

</button>

<button class="mode-btn" data-mode="apple-camera">5 &k

</button>



</div>

<l-- EAER -->

<div id="applelmageSection" class="image-section">

<div id="appleUploadArea" class="upload-area">
<p>mdrEiER L EE R </p>

<input type="file" id="appleFilelnput" style="display: none;"

accept="image/*">
</div>

</div>

<l-- PEELR -->

<div id="appleVideoSection" class="video-section" style="display:

none;">
<div id="appleVideoUploadArea" class="upload-area">
<p>REEiER EER</p>

<input type="file" id="appleVideolnput" style="display: none;"

accept="video/*">
</div>

</div>

<o BEAER o>

<div id="appleCameraSection" class="camera-section" style="display:

none;">

<video id="appleCameraVideo" class="camera-video"

autoplay></video>

<canvas id="appleCameraCanvas"

class="camera-canvas"></canvas>



<div class="button-container">

<button id="appleStartCameraBtn" class="btn"> &5k
</button>

<button id="appleCaptureBtn" class="btn" style="display:
none;">fAM& </button>

</div>

<div id="appleResult" class="real-time-result" style="display:

none;"></div>

</div>

<l-- FYRE -->

<div id="applePreviewSection" class="preview-section" style="display:

none;">
<img id="applePreviewlmage" class="preview-image" src="" alt="il
SERE">
</div>
<l-- TR -->
<div class="button-container">
<button id="appleAnalyzeBtn" class="btn">FF#a#& M </button>
</div>
<I-- Z£RXE -->
<div id="appleResultSection" class="result-section" style="display:
none;">

<h3>1 MR </h3>
<p>7KER A <span id="appleDetectedltem"></span></p>

<p>fREE: <span id="appleMaturityPercent"></span></p>



<div class="progress-bar">

<div id="appleProgressFill" class="progress-fill" style="width:

0%"></div>
</div>
<p>IRZS: <span id="appleMaturityStatus"></span></p>

<p>#iL: <span id="appleRecommendation"></span></p>

</div>
</div>
<l-- NEES -->

<div id="cucumberLoadingOverlay" class="loading-overlay">
<div class="loading-spinner"></div>

</div>

<div id="tomatolLoadingOverlay" class="loading-overlay">
<div class="loading-spinner"></div>

</div>

<div id="appleLoadingOverlay" class="loading-overlay">
<div class="loading-spinner"></div>

</div>

</div>

<script type="module">
// &N CSRF 4b32 R %1

import { fetchWithCSRF } from '/js/csrf.js";

document.addEventListener('DOMContentLoaded’, function() {

const tabBtns = document.querySelectorAll('.tab-btn");



const detectionSections =

document.querySelectorAll('.detection-section’);

tabBtns.forEach(btn => {
/] AR EG

btn.addEventListener('click’, () => {

tabBtns.forEach(b => b.classList.remove('active"));

btn.classList.add(‘active");

const tab = btn.dataset.tab;
detectionSections.forEach(section => {
section.classList.remove('active");
if (section.id === tab + 'Section’) {

section.classList.add('active");

stopAllCameras();

initDetection('cucumber");
initDetection('tomato");

initDetection(‘apple’);

function stopAllCameras() {



const cameras = [‘cucumber’, 'tomato’, ‘apple];
cameras.forEach(prefix => {
const video = document.getElementByld(prefix + 'CameraVideo');
if (video && video.srcObject) {
const stream = video.srcObject;
stream.getTracks().forEach(track => track.stop());

video.srcObject = null;

const startBtn = document.getElementByld(prefix +
‘StartCameraBtn’);

const captureBtn = document.getElementByld(prefix + 'CaptureBtn®);
if (startBtn) startBtn.style.display = 'block’;

if (captureBtn) captureBtn.style.display = 'none’;

function initDetection(prefix) {
const uploadArea = document.getElementByld(prefix + 'UploadArea’);
const filelnput = document.getElementByld(prefix + 'FilelInput’);

const videoUploadArea = document.getElementByld(prefix +
'VideoUploadArea');

const videolnput = document.getElementByld(prefix + 'Videolnput');

const previewSection = document.getElementByld(prefix +

'PreviewSection');

const previewlmage = document.getElementByld(prefix +

'Previewlmage’);

const analyzeBtn = document.getElementByld(prefix + 'AnalyzeBtn');



const resultSection = document.getElementByld(prefix + 'ResultSection’);

const loadingOverlay = document.getElementByld(prefix +
'LoadingOverlay');

const modeBtns =

document.querySelectorAll(‘[data-mode/="${prefix}-"T);
const imageSection = document.getElementByld(prefix + 'ImageSection’);
const videoSection = document.getElementByld(prefix + 'VideoSection');

const cameraSection = document.getElementByld(prefix +

'‘CameraSection’);
const cameraVideo = document.getElementByld(prefix + '‘CameraVideo');

const cameraCanvas = document.getElementByld(prefix +

'‘CameraCanvas');

const startCameraBtn = document.getElementByld(prefix +
‘StartCameraBtn’);

const captureBtn = document.getElementByld(prefix + 'CaptureBtn’);

// ##fR Canvas S¥5 A /\E[E]
if (cameraCanvas) {
cameraCanvas.width = cameraVideo.videoWidth || 640;

cameraCanvas.height = cameraVideo.videoHeight || 480;

let currentMode = prefix + '-image’;
let currentlmage = null;
let currentVideo = null;

let cameraStream = null;

modeBtns.forEach(btn => {



/)RR EES

btn.addEventListener('click’, () => {
modeBtns.forEach(b => b.classList.remove('active'));
btn.classList.add(‘active");
currentMode = btn.dataset.mode;

switchMode(currentMode, prefix);

function switchMode(mode, prefix) {

imageSection.style.display = 'none’;
videoSection.style.display = 'none’;
cameraSection.style.display = 'none’;
previewSection.style.display = 'none’;
resultSection.style.display = 'none’;

stopCamera();

/1 A= 1E A
if (window[prefix + 'StopVideoDetection) {

window|prefix + 'StopVideoDetection']();

if (mode === prefix + "-image’) {
imageSection.style.display = 'block’;

} else if (mode === prefix + "-video') {
videoSection.style.display = 'block’;

} else if (mode === prefix + '-camera’) {



cameraSection.style.display = 'block’;

let realTimeDetectionInterval;

async function startCamera() {

console.log(' Frif BEBERL..);

try {
console.log("FkBUB& LANR...
// #B& facingMode BRI, 1L Ess B st FEEMNEER L
cameraStream = await navigator.mediaDevices.getUserMedia({

video: true

D
console.log( R & LA BRIKELALIN);
cameraVideo.srcObject = cameraStream;

console.log(MHRIR BRI

/1 FEFRFTEAR IR, AFIRE Canvas R~
cameraVideo.onloadedmetadata = function() {

console.log( ST INF TR, R
cameraVideo.videoWidth, 'x', cameraVideo.videoHeight);

if (cameraCanvas) {
cameraCanvas.width = cameraVideo.videoWidth;
cameraCanvas.height = cameraVideo.videoHeight;

console.log('Canvas R~11& & A IN):;



startCameraBtn.style.display = 'none’;
captureBtn.style.display = 'block’;

console.log( FZHARS EF )

/RS A
startRealTimeDetection();

} catch (err) {
console.error( &L EIR, err);

alert( T3Eip R ELk, BHRZE: \nl. NEBERCETFIES:L
ER\N2. JELBEHHMNY AL HA\n3. BEEEHERXL),

}

function stopCamera() {
if (cameraStream) {
cameraStream.getTracks().forEach(track => track.stop());
cameraStream = null;
cameraVideo.srcObject = null;
startCameraBtn.style.display = 'block’;

captureBtn.style.display = 'none’;

/1 A% 1E KRS A
if (realTimeDetectionInterval) {
clearinterval(realTimeDetectionInterval);

realTimeDetectionInterval = null;



console.log('SERF M EZ 1L

function capturelmage() {
console.log('FFEAIAER...);
try {
console.log(' GBI E 4 ...);
const canvas = document.createElement('canvas');
canvas.width = cameraVideo.videoWidth;
canvas.height = cameraVideo.videoHeight;

console.log('EBfEIERIN, R~ canvas.width, X',
canvas.height);

const ctx = canvas.getContext('2d");
ctx.drawlmage(cameraVideo, 0, 0);
console.log('B& L% A IN):;
currentimage = canvas.toDataURL('image/jpeg’);
console.log('El &% ¥ & DataURL BLIT');
previewlmage.src = currentimage;
console.log(' i i BRI B B
previewSection.style.display = 'block’;
resultSection.style.display = 'none’;
console.log( i ¥g X 15 & 7~ B T7');
stopCamera();

console.log(‘ 1R 1& k1= 1E AL TN,

} catch (err) {



EiR err);

alert(fAIREL M, FEIRK! ),

console.error('¥H B8

function startRealTimeDetection() {

console.log('FFaASEBFA& ... ):

/ BIRERERX
const resultDiv = document.getElementByld(prefix + 'Result’);
if (resultDiv) {

resultDiv.style.display = 'block’;

// #1000 EMr—RE®, BORSARIE
realTimeDetectionInterval = setinterval(async () => {
try {

const canvas = document.createElement('canvas’);
canvas.width = cameraVideo.videoWidth;
canvas.height = cameraVideo.videoHeight;
const ctx = canvas.getContext('2d");
ctx.drawlmage(cameraVideo, 0, 0);

const imageData = canvas.toDataURL('image/jpeg");

/] B

await analyzelmageForRealTime(imageData, prefix);

} catch (err) {



console.error('SERHE M SER ", err);

}, 1000);

// SE A 25 R0 500 B T 4G T £
function drawCameraFeed() {

if (cameraVideo.paused || cameraVideo.ended) return;

if (cameraCanvas && cameraVideo.videoWidth > 0) {
const ctx = cameraCanvas.getContext('2d’);
// ##fR Canvas R~F 58—

if (cameraCanvas.width == cameraVideo.videoWidth ||
cameraCanvas.height !== cameraVideo.videoHeight) {

cameraCanvas.width = cameraVideo.videoWidth;
cameraCanvas.height = cameraVideo.videoHeight;
}
// ERET

ctx.clearRect(0, 0, cameraCanvas.width,
cameraCanvas.height);

/R H A E E

ctx.drawlmage(cameraVideo, 0, 0, cameraCanvas.width,
cameraCanvas.height);

/] BREET —i

requestAnimationFrame(drawCameraFeed);



/] FRIRZe |

drawCameraFeed();

async function analyzelmageForRealTime(imageData, currentPrefix) {
try {
// 5 base64 [ Jy ##2 J Blob

const base64ToBlob = (baseb4, contentType = 'image/jpeg’) =>

const byteCharacters = atob(base64.split(’,')[1]);

const byteNumbers = new Array(byteCharacters.length);

for (leti = 0; i < byteCharacters.length; i++) {
byteNumbers[i] = byteCharacters.charCodeAt(i);

}

const byteArray = new Uint8Array(byteNumbers);

return new Blob([byteArray], { type: contentType });

const blob = base64ToBlob(imageData);
const formData = new FormData();
formData.append(‘image’, blob, 'image.jpg’);

formData.append('fruit_type’, currentPrefix);

console. log( FFG & IXELAT4E M API 15K E: /api/detect’);
const apiResponse = await fetch('/api/detect’, {
method: 'POST’,

body: formData



if (apiResponse.ok) {
const data = await apiResponse.json();
displayRealTimeResult(data, currentPrefix);
}
} catch (error) {

console.error('SEBF 2 ArEE1%", error);

function displayRealTimeResult(data, currentPrefix) {
/N FERGLEE EBRENER
const result = {
itemName: {

‘cucumber’: ' BEJL,

'tomato”: ' A,
‘apple: ' EFR
HeurrentPrefix],

maturityPercent: data.result.maturity_level = 25, // 1-4 RIF R
0-100%

status: getMaturityStatus(data.result.maturity_level),
recommendation: data.result.suggestion,

maturityLevel: data.result.maturity_level

// BIRSERTZE



const resultDiv = document.getElementByld(currentPrefix + 'Result’);
if (resultDiv) {
resultDiv.innerHTML ="
<h3>${result.itemName}</h3>
<p> N FE: ${result. maturityPercent}%</p>
<p>IRZS: ${result.status}</p>
<p>EiL: ${result.recommendation}</p>

resultDiv.style.display = 'block’;

/ BHENERER

const maturityPercentEl = document.getElementByld(currentPrefix +

'‘MaturityPercent');

const statuskl = document.getElementByld(currentPrefix +
'‘MaturityStatus');

const recommendationEl = document.getElementByld(currentPrefix +

'Recommendation’);

if (maturityPercentEl) {

maturityPercentEl.textContent = result.maturityPercent + %",

}
if (statuskl) {

statusEl.textContent = result.status;
}

if (recommendationEl) {

recommendationEl.textContent = result.recommendation;



/1 ERESLEE ELHNER
if (cameraCanvas) {

const ctx = cameraCanvas.getContext('2d");

/! EBRET
ctx.clearRect(0, 0, cameraCanvas.width, cameraCanvas.height);
/RIS E

ctx.drawlmage(cameraVideo, 0, 0, cameraCanvas.width,

cameraCanvas.height);

/] 2L HAG AR 25

drawDetectionBox(ctx, result);

/1 FE RS T _E 2 A M £

const videoCanvas = document.getElementByld(currentPrefix +
‘VideoCanvas'),

if (videoCanvas) {

const ctx = videoCanvas.getContext('2d’);

/] ERE

ctx.clearRect(0, 0, videoCanvas.width, videoCanvas.height);

/] LFIRGMIEFE R

drawDetectionBox(ctx, result);



function drawDetectionBox(ctx, result) {
// 3KBX canvas R~
const canvasWidth = ctx.canvas.width;

const canvasHeight = ctx.canvas.height;

/) BRIMGAENE (SKBRRZIZM APl IR B SRAEEHE)
/X BRRKRIEEE TR

const boxWidth = canvasWidth = 0.6;

const boxHeight = canvasHeight * 0.6;

const boxX = (canvasWidth - boxWidth) / 2;

const boxY = (canvasHeight - boxHeight) / 2;

/] WRBERAEFREFDEGE

let boxColor;

switch (result.maturityLevel) {
case 1: boxColor = '#FF4444"; break; // K - 4
case 2: boxColor = '#FFAAQQ'; break; // ¥ # - 1B
case 3: boxColor = '#44FF44" break; // # - HF&
case 4: boxColor = '#FFOOFF'; break; // 3% - &£®&

default: boxColor = "#FFFFFF";

/1 BHIAAE
ctx.strokeStyle = boxColor;

ctx.lineWidth = 4:



ctx.strokeRect(boxX, boxY, boxWidth, boxHeight);

/1 GHI R EFRITE
ctx fillStyle = boxColor;
ctx.font = 'bold 24px Arial’;
ctx.textAlign = 'center’;

ctx.textBaseline = 'top";

/] TTEXAANE
const textX = boxX + boxWidth / 2;

const textY = boxY - 30;

/I GHIE =
const text =AY ZAE: ${result.status} (${result. maturityLevel}ZR)’;
const textWidth = ctx.measureText(text).width;

ctx fillRect(textX - textWidth/2 - 10, textY - 5, textWidth + 20, 30);

b &N
ctx fillStyle = '#000000";

ctx fillText(text, textX, textY);

/1 LRI
ctx.font = '16px Arial’;
ctx fillStyle = '#FFFFFF",
ctx.textAlign = 'left’;

ctx.textBaseline = 'bottom";



/] SHRNE R

const suggestion = result.recommendation;

const suggestionWidth = ctx.measureText(suggestion).width;
ctx fillStyle = 'rgba(0, 0, 0, 0.7)’;

ctx.fillRect(10, cameraCanvas.height - 50, suggestionWidth + 20, 40);

1/ BRHEW AR
ctx fillStyle = '#FFFFFF,

ctx fillText(suggestion, 20, cameraCanvas.height - 20);

uploadArea.addEventListener('click’, () => filelnput.click());

uploadArea.addEventlistener('dragover’, () => {
e.preventDefault();

uploadArea.classList.add('dragover);

uploadArea.addEventListener('dragleave’, () => {

uploadArea.classList.remove(‘'dragover");

uploadArea.addEventListener('drop’, (e) => {
e.preventDefault();
uploadArea.classList.remove(‘'dragover");
const files = e.dataTransfer files;

if (files.length > 0) {



handlelmageFile(files[0], prefix);

filelnput.addEventListener('change’, (e) => {
console.log("${prefix} filelnput change event triggered’);
console.log("${prefix} files length:”, e.target files.length);
if (e.targetfiles.length > 0) {

console.log("${prefix} file selected:”, e.target.files[0].name,

e.target.files[0].type);
handlelmageFile(e.target.files[O], prefix);
}else {

console.log("${prefix} no file selected’);

videoUploadArea.addEventListener('click’, () => videolnput.click());

videoUploadArea.addEventListener('dragover’, (e) => {
e.preventDefault();

videoUploadArea.classList.add('dragover’);

videoUploadArea.addEventListener(‘'dragleave’, () => {

videoUploadArea.classList.remove('dragover’);



videoUploadArea.addEventListener('drop’, () => {
e.preventDefault();
videoUploadArea.classList.remove('dragover");
const files = e.dataTransfer files;
if (files.length > 0) {

handleVideoFile(files[0], prefix);

videolnput.addEventListener('change’, (e) => {
if (e.targetfiles.length > 0) {

handleVideoFile(e.target.files[O], prefix);

startCameraBtn.addEventListener('click’, startCamera);

captureBtn.addEventListener('click’, capturelmage);

function handlelmagerFile(file, prefix) {

if (ffile.type.startsWith('image/")) {

alert(1E LEE R X! ),

return;

console.log("${prefix} image file selected:”, file.name, file.type);



const reader = new FileReader();
reader.onload = (e) => {
console.log("${prefix} image loaded successfully’);
if (e.target.result) {
currentimage = e.target.result;

console.log("${prefix} currentimage set:’,

currentimage.substring(0, 50) + "...");
previewlmage.src = currentimage;
previewSection.style.display = 'block’;
resultSection.style.display = 'none’;
console.log("${prefix} preview section displayed");
}else {
alert( B R RBUKY, EER! )

console.error("${prefix} image read failed: e.target.result is
null’);

%
reader.onerror = (e) => {
alert( B B E, BEIR! )
console.error("${prefix} file reader error:’, e);
%
reader.readAsDataURL(file);

console.log("${prefix} file reader started’);

function handleVideoFile(file, prefix) {

if (ffile.type.startsWith('video/") {



alert(1E _LAESXH! ),

return;

const reader = new FileReader();
reader.onload = (e) => {

currentVideo = e.target.result;

/1 BIEALSTT R A TR

const videoElement = document.createElement('video);
videoElement.src = currentVideo;
videoElement.autoplay = true;

videoElement.loop = true;

videoElement.muted = true;

videoElement.style.width = "100%";

videoElement.style. maxWidth = '640px’;

// B3 Canvas BT EREMNER

const canvas = document.createElement('canvas’);
canvas.id = prefix + 'VideoCanvas';
canvas.style.width = '100%";
canvas.style.maxWidth = '640px’;
canvas.style.position = 'absolute’;

canvas.style.top = '0’;

canvas.style.left = '0";

canvas.style.zindex = '10";



/] BIERBEKFRAF Canvas

const videoContainer = document.createElement('div");
videoContainer.style.position = 'relative’;
videoContainer.style.display = 'inline-block’;
videoContainer.style.width = '100%';

videoContainer.style. maxWidth = '640px’;

/] BETNEE R ASA Canvas
previewlmage.style.display = 'none’;
previewSection.innerHTML = ";
videoContainer.appendChild(videoElement);
videoContainer.appendChild(canvas);
previewSection.appendChild(videoContainer);
previewSection.style.display = 'block’;

resultSection.style.display = 'none’;

videoElement.onloadedmetadata = () => {

console.log( SR TTEIRINE TR,
videoElement.videoWidth, 'x', videoElement.videoHeight);

canvas.width = videoElement.videoWidth;

canvas.height = videoElement.videoHeight;

/] IREEE—miE A currentimage, DUER R SE FHEDHT
TRSARFREASIEH T 1%

const tempCanvas = document.createElement(‘'canvas’);
tempCanvas.width = videoElement.videoWidth;

tempCanvas.height = videoElement.videoHeight;



const tempCtx = tempCanvas.getContext('2d");
tempCtx.drawlmage(videoElement, 0, 0);

currentimage = tempCanvas.toDataURL('image/jpeg");

console.log(' M — iR BRI, KE

currentimage.length);

/] FHERRE AN

videoElement.play();

/ BEhSEEAG

startVideoRealTimeDetection(videoElement, canvas, prefix);

h

reader.readAsDataURL(file);

function startVideoRealTimeDetection(videoElement, canvas, prefix) {

const ctx = canvas.getContext('2d");

// #1000 EFotr—REm, BORSHDE
const videoDetectionInterval = setInterval(async () => {

try {
// #HI S nE Canvas

ctx.drawlmage(videoElement, 0, 0, canvas.width,

canvas.height);

/1 TR E G E R



const imageData = canvas.toDataURL('image/jpeg’);

/1 ITER
await analyzelmageForRealTime(imageData, prefix);
} catch (err) {

console.error( #LARSE AN EH IR, err);

}, 1000);

/1 HYHRAR T S LA

const stopVideoDetection = () => {
clearinterval(videoDetectionInterval);
videoElement.pause();

videoElement.src = ';

!l REFELERBMEESIEAR

window(prefix + 'StopVideoDetection'] = stopVideoDetection;

analyzeBtn.addEventListener('click’, function() {
console.log("${prefix} analyzeBtn clicked);

analyzelmage();

async function analyzelmage() {

console.log("${prefix} analyzelmage function called);



console.log("${prefix} analyzelmage called);

console.log("${prefix} currentimage value:’, currentimage ?

currentimage.substring(0, 50) + "..." : 'null’);

console.log("${prefix} previewSection display:’,

previewSection.style.display);

analysis’);

console.log("${prefix} previewlmage src:’, previewlmage.src);

if (lcurrentimage) {
console.error("${prefix} currentimage is null, showing alert’);
alert(iFk LEE . ISR EB A )
return;

}

console.log("${prefix} currentimage is not null, proceeding with

loadingOverlay.style.display = 'flex’;

try {
// ¥ base64 E F 5 J Blob

const base64ToBlob = (base64, contentType = 'image/jpeg’) =>

const byteCharacters = atob(base64.split(‘,)[1]);

const byteNumbers = new Array(byteCharacters.length);

for (let i = 0; i < byteCharacters.length; i++) {
byteNumbers][i] = byteCharacters.charCodeAt(i);

}

const byteArray = new Uint8Array(byteNumbers);

return new Blob([byteArray], { type: contentType });



const blob = base64ToBlob(currentimage);
const formData = new FormData();
formData.append('image’, blob, 'image.jpg’);

formData.append(‘fruit_type', prefix);

console.log(‘FormData created:', formData);
console.log('Prefix:’, prefix);

console.log('Current image length:’, currentlmage.length);
console.log('Blob size:', blob.size);

console.log('Blob type:’, blob.type);

// ik FormData KA

let formDataEntries = [J;

for (let pair of formData.entries()) {
formDataEntries.push({ key: pair[0], value: pair[1] });

}

console.log('FormData entries:’, formDataEntries);

try {

console.log(' FraR &% APl 1EKE:
http://127.0.0.1:5000/api/detect’);

console.log('FormData size:', formData.size || 'FormData X

Z5H size B,

/] REMEIELE



console.log(#EMEEE..);
const networkStatus = navigator.onLineg;

console.log('MZ&IRZS:", networkStatus);

/1 RIFRIER

console.log(' Fraa & X MIERK..);

/1 EFREXNERER, WRIEKEBERLE

const apiResponse = await fetch('/api/detect’, {
method: 'POST’,

body: formData

console.log('API Response Status:', apiResponse.status);

console.log('API Response Headers:',

Object.fromEntries(apiResponse.headers));

/] AEENER A

console.log('API Response OK:', apiResponse.ok);

try {

const data = await apiResponse.json();

console.log('APl Response Data:', data);

if (apiResponse.ok) {
const result = {
itemName: {

'‘cucumber’: ' EJK,



‘tomato’: ' FI',
‘apple ' FER
Hprefix],

maturityPercent: data.result.maturity_level *
25, // 1-4 3T 0-100%

status:

getMaturityStatus(data.result. maturity_level),
recommendation: data.result.suggestion
%
displayResult(result, prefix);
}else {
console.error('API Error:', data);
alert('API $£i%: ' + (data.message || '#& MK, &
MEER)),
}
} catch (jsonError) {
console.error('JSON Parse Error:', jsonError);
const text = await apiResponse.text();
console.error('API Response Text:', text);
alert(JSON fBHTHEIR: ' + text);
}
} catch (networkError) {
console.error('Network Error:', networkError);
console.error('Network Error Details:’, {
message: networkError.message,
stack: networkError.stack,
url: 'http://127.0.0.1:5000/api/detect’,

name: networkError.name,



cause: networkError.cause

3k

alert( MR, BEMEEIR: ' + networkError.message + ' (*

+ networkError.name + )");
/1 ERE ) AP HiE, K MRS
console.log(' =R B %150 API Hidlk...");
window.open(‘http://127.0.0.1:5000/api/detect’, '_blank");
}
} catch (error) {
console.error('# M BIR:", error);
alert( & 581R, 1BFEEEIR);
} finally {

loadingOverlay.style.display = 'none’;

function getMaturityStatus(level) {

const statuses = {

1 R,

I3

return statuses(level] || ‘A &0";

function displayResult(result, prefix) {



document.getElementByld(prefix + 'Detectedltem’).textContent =

result.itemName;

document.getElementByld(prefix + 'MaturityStatus').textContent =

result.status;

document.getElementByld(prefix + 'Recommendation’).textContent =

result.recommendation;

document.getElementByld(prefix + '‘MaturityPercent’).textContent =

result.maturityPercent + %"

const progressFill = document.getElementByld(prefix + 'ProgressFill’);

progressFill.style.width = '0%’;

resultSection.style.display = 'block’;

setTimeout(() => {
progressFill.style.width = result.maturityPercent + %',

}, 100);

/] TFER N5 R F localStorage

const detectionResult = {
fruitType: prefix,
fruitName: result.itemName,
maturityPercent: result.maturityPercent,
status: result.status,
recommendation: result.recommendation,
timestamp: new Date().toLocaleString(),

image: currentimage,

!/ RIMBAREHER



userRole: getUserRole(),
userName: getUserName()
g

localStorage.setltem('detectionResult’,
JSON.stringify(detectionResult));

resultSection.scrollintoView({ behavior: 'smooth’, block: 'nearest’ });

/1 KB 54
function getUserRole() {
const userinfo = localStorage.getltem('user’);
if (userinfo) {
const user = JSON.parse(userinfo);
return user.roleName || SHZ&E"

}
return JH#EE "

/I HKEBAR %
function getUserName() {
const userinfo = localStorage.getltem(‘user’);
if (userinfo) {
const user = JSON.parse(userinfo);

return user.username || 'F /"



return 'F A",
}
</script>
</body>

</html>



routes.py

from flask import Blueprint, request, jsonify, Response
from flask_jwt_extended import create_access_token, jwt_required, get_jwt_identity
from werkzeug.security import check_password_hash
from models.models import db, User, Detection, Dataset
import os

import logging

import secrets

import requests

from datetime import datetime, timedelta

from ultralytics import YOLO

from utils.privacy import data_desensitizer, encryption_tool, access_control, audit_logger

# BEERS
logging.basicConfig(
level=logging.INFO,

format="%(asctime)s - %(name)s - %(levelname)s - %(message)s'

logger = logging.getLogger(__name_ )

api = Blueprint(‘api', __name_)

# SEMEO
@api.route('/register’, methods=['POST])
def register():

try:



data = request.get_json()

# SR EFIERAE

if data:
sanitized_data = data.copy()
if 'email’ in sanitized_data:

sanitized_data['email’] =

data_desensitizer.desensitize_email(sanitized_data['email'])
if '‘password' in sanitized_data:
sanitized_data['password'] = "'
logger.info(f"Register request: {sanitized_data}")
else:
logger.error("No data provided")

return jsonify({'message’: "5t EM{E A1), 400

required_fields = ['username’, 'email’, 'password’, 'role’]
for field in required_fields:
if field not in data:
logger.error(f"Missing field: {field}")

return jsonify({'message': fiFE f{field}}), 400

if User.query filter_by(email=data['email']).first():

logger.warning(f"Email already exists:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'message": '#iBF8 2 £ 7E'}), 400

# A ITINE IR

encrypted_password = encryption_tool.encrypt_data(data['password'])



new_user = User(
username=data['username’],
email=data['email],
password=encrypted_password, # FEEINZ G B
role=data['role’]
)

db.session.add(new_user)

db.session.commit()

# ILXEITEE

audit_logger.log_data_access('system’, ‘user_registration’, 'new user
registration’)

logger.info(f"User registered successfully:

{data_desensitizer.desensitize_email(data['email'])}")
return jsonify({'message": JEM BTN, 201

except Exception as e:
logger.error(f"Error in register: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message": JEMEM, EFEEEIRY), 500

# EXEN
@api.route('/login’, methods=['POST"])
def login():

try:

data = request.get_json()



# RBUIEFICRAEE

if data:
sanitized_data = data.copy()
if 'email’ in sanitized_data:

sanitized_data['email’] =

data_desensitizer.desensitize_email(sanitized_data['email'])
if 'password’ in sanitized_data:
sanitized_data['password'] = "'
logger.info(f"Login request: {sanitized_data}")
else:
logger.error("No data provided")

return jsonify({'message": "HIREERE LR, 400

required_fields = ['email’, 'password’]
for field in required_fields:
if field not in data:
logger.error(f"Missing field: {field}")

return jsonify({'message": f'1512 #{field}}), 400

user = User.query.filter_by(email=data['email]).first()
if not user:

logger.warning(f"Invalid login attempt for email:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'message": 'HBFE S AL EHR ")), 401

# BN R ARG

decrypted_password = encryption_tool.decrypt_data(user.password)



if decrypted_password != data['password']:

logger.warning(f"Invalid login attempt for email:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'message": 'HBFE I AL EHIR ")), 401

# ERFFTRLENGH, BER IWT L HEIRIIE 68
access_token = create_access_token(identity=str(user.id))
# ILXHITEE

audit_logger.log_access(user.id, 'login’, 'user account’)

logger.info(f"User logged in successfully:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'access_token': access_token, 'user’: {'id": user.id, 'username:

user.username, 'role’: user.role}})
except Exception as e:
logger.error(f"Error in login: {str(e)}")
import traceback

traceback.print_exc()

return jsonify({'message": "%, EMHEEIRY), 500

# wlEN (ERKRRREY)

@api.route('/detect’, methods=['POST"])

@api.route('/api/detect’, methods=['POST'])

# @jwt_required()

def detect():

try:

# ZMIWT RRELA - ID, IR FNERARINERERAE
try:

user_id = get_jwt_identity()



# RBAFAE

user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’
except:

#RHIWT LR, ERKIANERERE

user id=1 # IGREREERF D

user_role = 'consumer’

# S EFICRAS

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)}, User Role:
{user_role}")

# RERAPDR
if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": 'TCAX PR 6] LLINEEY), 403

# FRER E B A B A URL
logger.info(f"Files: {len(request.files) > 0}")
logger.info(f"Form keys: {list(request.form.keys())}")

logger.info(f"JSON data: {request.get_json()}")

# ILEKFAIBERSE

logger.info(f"All request form data: {dict(request.form)}")

image_path = None



# IS/ NERFRY detectType ZE0H Web i%H fruit_type 241

detect_type = request.form.get('detectType") or request.form.get('fruit_type’,

‘unknown') or request.json.get('fruit_type', 'unknown")
# KT E T detectType BREYR XS Rz AY/K RKFY
type_mapping = {
'0" 'cucumber’, # =R
'1": 'tomato’,  # FEM
'2" "apple’ # R
}
fruit_type = type_mapping.get(detect_type, detect_type)

logger.info(f"Detect type: {detect_type}, Fruit type: {fruit_type}")

# SHIEEA

if image’ in request.files:
image = request.files['image’]
logger.info(f"Image filename: {image.filename}")

logger.info(f"Image content type: {image.content_type}")

# RIFEA

upload_folder = 'uploads'

if not os.path.exists(upload_folder):
os.makedirs(upload_folder)

logger.info(f"Created upload folder: {upload_folder}")

# EREHEEIXMGR, RIPFREXHRER

filename =
f*{datetime.now().strftime("%Y%m%d%H%M%S")} {data_desensitizer.hash_identifier(image.fil
ename)[:8]}.jpg"



image_path = os.path.join(upload_folder, filename)
image.save(image_path)
logger.info(f"lmage saved to: {image_path}")

# SLIEE A URL

elif 'image_url' in request.form or (request.json and 'image_url" in request.json):
image_url = request.form.get(‘image_url') or request.json.get('image_url’)

logger.info(f"Image URL: {image_url}")

# THER

upload_folder = 'uploads'

if not os.path.exists(upload_folder):
os.makedirs(upload_folder)

logger.info(f"Created upload folder: {upload_folder}")

# ERARHEEIXHH

filename =
f*{datetime.now().strftime("%Y%m%d%H%M%S")} {data_desensitizer.hash_identifier(image_u

r[:8]}jpg”

image_path = os.path.join(upload_folder, filename)

# THER
try:
response = requests.get(image_url, timeout=10)
response.raise_for_status()
with open(image_path, 'wb') as f:
f.write(response.content)

logger.info(f"Image downloaded from URL and saved to:

{image_path}")



except Exception as e:
logger.error(f"Failed to download image from URL: {str(e)}")
return jsonify({message" " TEHE R KK, 7E1E URL 2B HEY), 400
else:

logger.error("No image or image_url provided")

return jsonify({message”: '1&_E & & A S 4LE - URLY), 400

# INERELFF AT RN
current_dir = os.path.dirname(os.path.abspath(__file_))

model_path = os.path.join(current_dir,

‘runs/detect/fruit_maturity_v2/weights/best.pt")
if os.path.exists(model_path):
logger.info(f"Loading model: {model_path}")

model = YOLO(model_path)

try:
# TN, BREEERELUSNE ZXER
results = model(image_path, verbose=False, conf=0.25) # EKE
EEBEES 0.25

# FRTHUNE R
if results and len(results) > 0:
result = results[0]

boxes = result.boxes

# ANINFAREE

logger.info(f"Detection boxes count: {len(boxes)}")



if len(boxes) > 0:

conf={float(box.conf):.3f}")

HY7KRY), 400

Hy7KR D), 400

for i, box in enumerate(boxes):

logger.info(f'Box {i}: class={int(box.cls)},

# KB EEERSHIRNE
best box = None

max_conf =0

for box in boxes:
conf = float(box.conf)
if conf > max_conf:
max_conf = conf

best_box = box

# MEFHHEACNAE, REFER
if best_box is None;

logger.warning("No box found")

return jsonify({'message”: "t MKW FK A& M ZE 45 E K 7Y

# REBEERAE®S
if max_conf < 0.3: # FFRIRKEZT 0.3, B NIEE

logger.warning(f"Low confidence: {max_conf}")

return jsonify({message”: '#&M KB K& E) 5 E K5

best_class = int(best_box.cls)



logger.info(f"Selected class ID: {best_class}, Confidence:

{max_conf}")

logger.info(f"Detected class: {best_class}, model name:

{model.names[best_class]}")

# TR MEI AR, EARIER 18 ERIKRERH# 1T
et

# XAFRMEREVG MR, theEARIEINE H B IEF IR AR
if fruit_type == 'cucumber":

# fE REE TR HIMT R A AR

import cv2

import numpy as np

img = cv2.imread(image_path)

img_rgb = cv2.cvtColor(img, cv2.COLOR_BGR2RGB)

if best_box is not None:
x1, y1, x2, y2 = map(int, best_box.xyxy[0].tolist())

cucumber_region = img_rgb[yl:y2, x1:x2]

if cucumber_region.size > 0:

avg_color =

np.mean(cucumber_region.reshape(-1, 3), axis=0)

avg_r, avg_g, avg_b = avg_color

green_intensity = avg_g - avg_r

max_color =

np.max(cucumber_region.reshape(-1, 3), axis=1).mean()

min_color =



np.min(cucumber_region.reshape(-1, 3), axis=1).mean()

saturation = (max_color - min_color) /

(max_color + 1e-6) * 100

brightness = (avg_r + avg_g + avg_b)/ 3

logger.info(f"Color analysis: R={avg_r:.1f},
G={avg_g:.1f}, B={avg_b:.1f}, green_intensity={green_intensity:.1f},
saturation={saturation:.1f}%, brightness={brightness:.1f}")

# RIEENE HIMT B TR AE

if avg_g > avg_r + 30 and saturation > 25 and
brightness > 90:

maturity_level =3 # p{ZA

elif avg_g > avg_r + 20 and brightness > 80:
maturity_level = 2 # 3ZA

elif brightness < 70:
maturity level = 1 # R#H

else:

maturity_level = 4 # 3%

logger.info(f"Color-based maturity level:

{maturity_level}")
else:
maturity level = 1 # BRIAKRZR
else:
maturity level = 1 # ZRIAKRH
elif fruit_type == "apple"

# £ HEE TR A E R PE



import cv2
import numpy as np
img = cv2.imread(image_path)

img_rgb = cv2.cvtColor(img, cv2.COLOR_BGR2RGB)

if best_box is not None:
x1, y1, x2, y2 = map(int, best_box.xyxy[0].tolist())

apple_region = img_rgb[yl:y2, x1:x2]

if apple_region.size > 0:

avg_color =

np.mean(apple_region.reshape(-1, 3), axis=0)

avg_r, avg_g, avg_b = avg_color

# ITELBNEERE
red_intensity = avg_r - avg_g
# ITERERAE

max_color = np.max(apple_region.reshape(-1,

3), axis=1).mean()

min_color = np.min(apple_region.reshape(-1,

3), axis=1).mean()

saturation = (max_color - min_color) /
(max_color + 1e-6) = 100

# WHBE

brightness = (avg_r + avg_g + avg_b)/ 3

logger.info(f"Apple color analysis:
R={avg_r:.1f}, G={avg_g:.1f}, B={avg_b:.1f}, red_intensity={red_intensity:.1f},



saturation={saturation:.1f}%, brightness={brightness:.1f}")

# RIBAE H M RN FE

if avg_r > avg_g + 30 and saturation > 25;
# ABRER, B
maturity_level = 3

elifavg_r > avg_g + 10:
#ORLE, FH
maturity_level = 2

elifavg_g > avg_r + 10:
# FER, KA
maturity_level = 1

else:
# HAthiER, RIE=EHB
if brightness > 120:

maturity_level =3 # B{ZA

else:

maturity_level = 2 # 32t

logger.info(f"Color-based apple maturity level:
{maturity_level}")

else:
maturity_level = 1 # ZRIAKRH
else:
maturity level = 1 # BRIAKRZR
elif fruit_type == 'tomato":

# R DI RHIM BT RE



import cv2
import numpy as np
img = cv2.imread(image_path)

img_rgb = cv2.cvtColor(img, cv2.COLOR_BGR2RGB)

if best_box is not None:
x1, y1, x2, y2 = map(int, best_box.xyxy[0].tolist())

tomato_region = img_rgb[yl:y2, x1:x2]

if tomato_region.size > O:

avg_color =

np.mean(tomato_region.reshape(-1, 3), axis=0)

avg_r, avg_g, avg_b = avg_color

# ITEAERE
red_intensity = avg_r - avg_g
# ITERERAE

max_color =

np.max(tomato_region.reshape(-1, 3), axis=1).mean()

min_color =

np.min(tomato_region.reshape(-1, 3), axis=1).mean()

saturation = (max_color - min_color) /

(max_color + 1e-6) = 100
# R

brightness = (avg_r + avg_g + avg_b)/ 3

logger.info(f"Tomato color analysis:
R={avg_r:.1f}, G={avg_g:.1f}, B={avg_b:.1f}, red_intensity={red_intensity:.1f},



saturation={saturation:.1f}%, brightness={brightness:.1f}")

and saturation > 30:

10:

level: {maturity_level}")

# RIEENE FIM E AR

ifavg_r > avg_g + 40 and avg_r > avg_b + 30

#OR4AE, WHES -> MEVIEHR
if brightness > 120:

maturity level =3 # B#
else:

maturity_level = 4 # I

elifavg_r > avg_g + 20 and avg_r > avg_b +

# PELE -> FH
maturity_level = 2

elifavg_g > avg_r or avg_b > avg_r:
# FBEHEFE -> KA
maturity_level = 1

else:
# HAWER -> B

maturity_level = 3

logger.info(f"Color-based tomato maturity

else:

maturity level = 1 # BRIAKRZR

maturity_level =1 # ZRIAKRF



# BN

fruit_type = 'cucumber’
maturity_level = 2

logger.warning(f"Unexpected class ID: {best_class}")

confidence = round(max_conf, 2)

logger.info(f"Detection result: fruit_type={fruit_type},

class_id={best_class}, maturity={maturity_level}, confidence={confidence}")

# TTEREEMREH]
# RIBAL A E SR GIERSEE
def get_sugar_content(fruit_type, maturity_level):
sugar_ranges = {
‘cucumber’: {

1: {'min". 1.0, 'max": 2.0},

2:{'min": 2.0, 'max": 3.0},

3:{'min" 3.0, 'max" 4.0},

4:{min" 4.0, 'max": 5.0}

‘apple’: {

1: {'min" 8.0, 'max": 10.0},

2: {'min"
3:{'min"
4:{'min":
13
‘tomato’: {
1: {min"

2:{min".

10.0, 'max’: 12.0},
12.0, 'max": 14.0},

14.0, 'max’: 16.0}

3.0, 'max": 4.0},

4.0, 'max": 5.0},



3:{'min": 5.0, 'max": 6.0},

4:{min" 6.0, 'max": 7.0}

}

return sugar_ranges.get(fruit_type,

sugar_ranges['apple']).get(maturity_level, {min": 0, ‘max’: 0})

# WMIB|AAEFRIVKREBTEREL (X)
def get_shelf_life(fruit_type, maturity_level):
shelf_life = {
‘cucumber’: {
1. 14,
2: 10,
3:7,

4:3

‘apple’: {
1: 60,
2: 45,
3: 30,
4:15

13

‘tomato”: {
1: 14,
2: 10,
3:7,

4:3



}

return shelf_life.get(fruit_type,
shelf_life['apple']).get(maturity_level, 7)

sugar_content = get_sugar_content(fruit_type,

maturity_level)

shelf_life = get_shelf_life(fruit_type, maturity_level)

# RIFIONE RN IR E

new_detection = Detection(
user_id=user_id,
fruit_type=fruit_type,
maturity_level=maturity_level,
confidence=confidence,
image_path=image_path

)

db.session.add(new_detection)

db.session.commit()

logger.info(f"Detection saved to database:

{new_detection.id}")

# ICXEITEE

audit_logger.log_data_access(user_id, 'detection’, 'fruit

maturity detection’)

# MEWEEIE, FERRE Web inHHIE/NEF

response_data = {



‘fruit_type': fruit_type,
‘maturity_level: maturity_level,
‘confidence’: confidence,
'sugar_content’: sugar_content,
'shelf life": shelf life,

'suggestion’: get_suggestion(fruit_type, maturity_level,

user_role)

IS NI A
4 HEBREE S

maturity_percentage = str(maturity_level » 25) + "0’

return jsonify({
'success”: True,
‘data”: {
‘maturity’: maturity_percentage,

'suggestion’. get_suggestion(fruit_type,
maturity_level, user_role),

'sugarContent”:

f"{sugar_content['min']}-{sugar_content['max']}%" if 'min’ in sugar_content else None,
‘freshness': f"{shelf_life}X" if shelf_life else None
13
'result” response_data # {R#F Web ig A

)

else;
# KIWEBFR, REFEIR

logger.warning("No objects detected")



return jsonify({'success": False, 'message” "#& MKMW KN

FFEERBIMKRY), 400
else:
# UMK, REHR
logger.warning("Prediction failed")

return jsonify({'success’: False, 'message’: '#& MM K& MEI
EEXEIFYKRY), 400

except Exception as e:
# HERTUN RN, REHER
logger.error(f"Model prediction failed: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'success" False, 'message’: '#& ML K4 B 45 E £

BIFY7KRY), 400
else:
# HEEXHAGFE, BREER
logger.error(f"Model file not found: {model_path}")

return jsonify({'success": False, 'message’: 't MM KI&MEIFEE L EH

JKR'Y), 400
except Exception as e:
logger.error(f"Error in detect: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'success" False, 'message”: '# Mk, EREEIRY), 500

# REUB LI
@api.route('/history’, methods=['GET'])

def get_history():



try:
# ZMIWT SRERAF ID, anRRBNERRKIAAS D
try:
user_id = get_jwt_identity()
user_id_int = int(user_id)
except:
# XHIWT S, EREARF D

user id_int=1

# SR EFIERAE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} accessing
history")

# KREH PR
user = User.query filter_by(id=user_id_int).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message”: 'TCAXPR i/ [a] Itk THEE}), 403

# {5 FEREERE A user id int H{TEE

detections =

Detection.query.filter_by(user_id=user_id_int).order_by(Detection.created_at.desc()).all()

history = []

for d in detections:



history.append({
'id": d.id,
fruit_type': d.fruit_type,
‘maturity_level": d.maturity_level,
‘confidence’: d.confidence,

‘created_at': d.created_at.strftime('%Y-%m-%d %H:%M:%S")

# ILXEITEE

audit_logger.log_data_access(user_id_int, 'history', 'access detection history')

return jsonify({"history": history})
except Exception as e:
logger.error(f'Error in get_history: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message’: "FkEUA £iCFK K}, 500

# MIBRIH 21T AP
@api.route('/history/<int:history_id>", methods=['DELETE'])
def delete_history(history_id):
try:
# ZMIWT SRR~ ID, anRRBNERRKIAAS D
try:
user_id = get_jwt_identity()
user_id_int = int(user_id)

except:



# %8 IWT Sh2, ERRIARA ID

user id int=1

# SR EFIERAE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} deleting
history: {history_id}")

# & HPDER
user = User.query filter_by(id=user_id_int).first()

user_role = user.role if user else 'consumer’

if not access_control.check_permission(user_role, 'delete"):

logger.warning(f"Unauthorized delete attempt by user:
{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": 'TTAX PRI ITULER{E?D), 403

# BHIFMBRD EICF
detection = Detection.query.filter_by(id=history_id, user_id=user_id_int).first()
if not detection:

logger.warning(f"History not found: {history_id} for user:

n

{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": "7 £ iCk AT, 404

db.session.delete(detection)

db.session.commit()

# ILXHITEE

audit_logger.log_data_access(user_id_int, 'history’, f'delete detection history:



{history_id})

return jsonify({'message”: ' 212 sk MBR B Th'}), 200
except Exception as e:

logger.error(f'Error in delete_history: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message”: "Mk A 5£1Cxk K}, 500

# HEMIBRIHSEICK AP
@api.route('/history/batch-delete’, methods=['POST'])
def batch_delete_history():

try:

# ZM IWT SRERA - ID, IR EFUEABIARS D

try:
user_id = get_jwt_identity()
user_id_int = int(user_id)
except:

# %8 IWT Sh2, ERRIARA ID

user id int=1

data = request.get_json()
if not data or 'ids' not in data:

return jsonify({'message”: "B/ AESELY), 400

history_ids = data['ids']

# S EFICRAS



logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} batch
deleting history: {history_ids}")

# 1EH PR
user = User.query.filter_by(id=user_id_int).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'delete"):

logger.warning(f"Unauthorized batch delete attempt by user:
{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": ' TR ITULER{ED), 403

# HEMERH EiC%

deleted_count =
Detection.query.filter_by(user_id=user_id_int).filter(Detection.id.in_(history_ids)).delete(sy
nchronize_session=False)

db.session.commit()

# iLXEITEE

audit_logger.log_data_access(user_id_int, 'history', f'batch delete detection
history: {deleted_count} records')

return jsonify({'message’: ' B IIMER {deleted_count} $AEIEK"Y), 200
except Exception as e:

logger.error(f'Error in batch_delete_history: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message". "#t 2 MEx H £1E3xk KM, 500



# SHIHEIER API
@api.route('/history/export’, methods=['GET"])
def export_history():

try:

# ZM IWT RERA - ID, IR EFUEABRIARS D

try:
user_id = get_jwt_identity()
user_id_int = int(user_id)
except:

# %8 IWT Sh2, ERRIARA ID

user id int=1

# S EFICRAE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} exporting
history")

# KREAPDR
user = User.query filter_by(id=user_id_int).first()

user_role = user.role if user else 'consumer’

if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized export attempt by user:
{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": ' T FRINITULER{E?Y), 403

# FREDSRIER



detections =

Detection.query filter_by(user_id=user_id_int).order_by(Detection.created_at.desc()).all()

# HEE CSV £
import csv
import io

import datetime

output = i0.StringlO()
writer = csv.writer(output)

writerwriterow(['1D', 'K KA "FPAEER  BEE N E")

fruit_names = {
‘cucumber': "E& I,
'tomato": '&Ea,

‘apple’: R

for d in detections:
writer.writerow([
d.id,
fruit_names.get(d.fruit_type, d.fruit_type),
d.maturity_level,
f'{d.confidence * 100:.1f}%",

d.created_at.stritime("%Y-%m-%d %H:%M:%S")



output.seek(0)

# ILXEITEE

audit_logger.log_data_access(user_id_int, ‘history’, 'export detection history")

# 1R[E CSV X 14
return Response(output.getvalue(), mimetype="text/csv', headers={

'‘Content-Disposition’: f'attachment;

filename=history_export_{datetime.datetime.now().strftime("%Y%m%d_%H%M%S")}.csv'
)
except Exception as e:
logger.error(f"Error in export_history: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message” 'S H B £iCx KM}, 500

# BiREEEREAD
@api.route('/dataset/upload’, methods=['POST)
@jwt_required()

def upload_dataset():

user_id = get_jwt_identity()

# BSLIEFICRBE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} uploading
dataset")

# 103 M PR



user = User.query filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'write'):

logger.warning(f"Unauthorized upload attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message’: 'TCANPR - ZEIEE"), 403

if 'image’ not in request files:

return jsonify({'message": '1&_Ef£E F}), 400

image = request.files['image']
fruit_type = request.form.get(‘fruit_type’, 'unknown’)

maturity_level = request.form.get(‘'maturity_level’, 1)

# SIREURRE X
dataset_dir = 'dataset/raw_images'
if not os.path.exists(dataset_dir):

os.makedirs(dataset_dir)

# ERARKHEEIXSS, RIPFROEXGRER

filename =
f*{datetime.now().strftime("%Y%m%d%H%M%S")} {data_desensitizer.hash_identifier(image.fil

ename)[:8]}.jpg"
image_path = os.path.join(dataset_dir, filename)

image.save(image_path)

# RIEFEIHEERE



new_dataset = Dataset(
filename=filename,
fruit_type=fruit_type,
maturity_level=int(maturity_level),
image_path=image_path,
user_id=user _id

)

db.session.add(new_dataset)

db.session.commit()

# ILXEITEE

audit_logger.log_data_access(user_id, 'dataset’, 'upload dataset')

return jsonify({
'message”: 'EIEE _F1ERIT,
‘dataset”: {
'ld": new_dataset.id,
filename’: filename,
fruit_type': fruit_type,

'maturity_level: maturity_level

1), 201

@api.route('/dataset/list', methods=['GET])
@jwt_required()
def get_dataset_list():

user_id = get_jwt_identity()



# BEAIEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} accessing dataset
list")

# & H PR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, ‘read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": 'R G A1 EEE ")), 403

# RIMEIESE
fruit_type = request.args.get('fruit_type’)
maturity_level = request.args.get('maturity_level’)

is_labeled = request.args.get(‘is_labeled’)

# MEEI

query = Dataset.query.filter_by(user_id=user_id)

if fruit_type:
query = query filter_by(fruit_type=fruit_type)
if maturity_level:
query = query.filter_by(maturity_level=int(maturity_level))

if is_labeled is not None:



query = query.filter_by(is_labeled=is_labeled.lower() == 'true’)

datasets = query.order_by(Dataset.created_at.desc()).all()

dataset_list = []
for d in datasets:
dataset_list.append({

id": d.id,
filename': d.filename,
fruit_type': d.fruit_type,
'maturity_level': d.maturity_level,
'image_path': d.image_path,
'Is_labeled': d.is_labeled,

'created_at": d.created_at.stritime("%Y-%m-%d %H:%M:%S")
# ICXHITAR
audit_logger.log_data_access(user_id, 'dataset’, 'access dataset list')
return jsonify({'datasets": dataset_list, 'total": len(dataset_list)})
@api.route('/dataset/<int:dataset_id>', methods=['GET'])
@jwt_required()
def get_dataset(dataset_id):

user_id = get_jwt_identity()

# BSLIEFICRBE



logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} accessing dataset:
{dataset_id}")

# 18 H PR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized access attempt by user:
{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message”: ' TR 5B EHEE ")), 403

dataset = Dataset.query.filter_by(id=dataset_id, user_id=user_id).first()

if not dataset:

return jsonify({'message"”: 'EIBENRTFELE)), 404

# ICXEITEE

audit_logger.log_data_access(user_id, 'dataset’, f'access dataset {dataset_id}')

return jsonify({
'id": dataset.id,
‘filename’: dataset.filename,
‘fruit_type': dataset.fruit_type,
‘maturity_level': dataset.maturity_level,
'image_path': dataset.image_path,

'label_path'": dataset.label_path,



'is_labeled': dataset.is_labeled,

‘created_at': dataset.created_at.strftime("%Y-%m-%d %H:%M:%S")

@api.route('/dataset/<int:dataset_id>', methods=['DELETE])
@jwt_required()
def delete_dataset(dataset_id):

user_id = get_jwt_identity()

# BEAIEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} deleting dataset:
{dataset_id}")

# 195 A AR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'delete’):

logger.warning(f"Unauthorized delete attempt by user:
{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message’: ' TTAX PR MIBREIE L), 403

dataset = Dataset.query.filter_by(id=dataset_id, user_id=user_id).first()

if not dataset:

return jsonify({'message": '$IBERTFEE)), 404



# MHIBRIE F 3
if os.path.exists(dataset.image_path):

os.remove(dataset.image_path)

# MIBRAREE X1
if dataset.label_path and os.path.exists(dataset.label_path):

os.remove(dataset.label_path)

# MBREEEEICR
db.session.delete(dataset)

db.session.commit()

# ILXHITEE

audit_logger.log_data_access(user_id, 'dataset’, f'delete dataset {dataset_id})

return jsonify({'message’: '$IBE MR INY)

@api.route('/dataset/<int:dataset_id>/label', methods=['"PUT'])
@jwt_required()
def label_dataset(dataset_id):

user_id = get_jwt_identity()

# BEAEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} labeling dataset:
{dataset_id}")

# 103 M PR



user = User.query filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'write'):

logger.warning(f"Unauthorized label attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": ' TTAX R EFHEIEEFRE)), 403

dataset = Dataset.query.filter_by(id=dataset_id, user_id=user_id).first()

if not dataset:

return jsonify({'message": 'EIBERTELE)), 404

data = request.get_json()

# EHIREER

if 'label_data’ in data:
# REFREXMT
labels_dir = 'dataset/raw_labels’
if not os.path.exists(labels_dir):

os.makedirs(labels_dir)

label_filename = f*{os.path.splitext(dataset.filename)[0]}.txt"

label_path = os.path.join(labels_dir, label_filename)

with open(label_path, 'w') as f:

f.write(data['label_data'])



dataset.label_path = label_path

dataset.is_labeled = True

if 'maturity_level' in data:

dataset.maturity_level = int(data['maturity_level])

db.session.commit()

# ICXEITEE

audit_logger.log_data_access(user._id, 'dataset’, f'label dataset {dataset_id})

return jsonify({'message": '¥r% EH 1Y)

@api.route('/dataset/statistics', methods=['GET"])
@jwt_required()
def get_dataset_statistics():

user_id = get_jwt_identity()

# BEAIEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} accessing dataset

statistics")

# & A PRR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else 'consumer’



if not access_control.check_permission(user_role, ‘read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": ' TTAX PR 5 [ EIEE S 1)), 403

# REGETTHEE
total_datasets = Dataset.query.filter_by(user_id=user_id).count()
labeled_datasets = Dataset.query.filter_by(user_id=user_id, is_labeled=True).count()

unlabeled_datasets = total _datasets - labeled_datasets

# FOKRERGIT

fruit_stats = db.session.query(
Dataset.fruit_type,
db.func.count(Dataset.id)

).filter_by(user_id=user_id).group_by(Dataset.fruit_type).all()

fruit_counts = {fruit: count for fruit, count in fruit_stats}

# R ARG

maturity_stats = db.session.query(
Dataset.maturity_level,
db.func.count(Dataset.id)

).filter_by(user_id=user_id).group_by(Dataset.maturity_level).all()

maturity_counts = {str(level): count for level, count in maturity_stats}

# ICXEITEE



audit_logger.log_data_access(user_id, 'dataset’, 'access dataset statistics')

return jsonify({
'total': total_datasets,
'labeled": labeled_datasets,
‘unlabeled": unlabeled_datasets,
‘by_fruit_type": fruit_counts,

'‘by_maturity_level': maturity_counts

# HWENRE: RIEAAENA R ABIRERI
def get_suggestion(fruit_type, maturity_level, user_role):
# AEAERNEY
role_suggestions = {
farmer': { # W T 1EE
CEEXMEEKREE

4 RNEEHE BWBEHMARE
13
'business’: { # B AR
1 EaMEXREERE
2. EHPEMERME,
3ERNMEXRE,
4 NEWR M
13

‘consumer’: { # JHEE



L EREGF—REEHRA,
22T URA, BOR—K,
3 RERANL

4 FAEWEH

# RN ABHNEN, IRABAFENEAERENEI
suggestions = role_suggestions.get(user_role, role_suggestions['consumer'])

return suggestions.get(maturity_level, 'R %0

# SICERDIERED
@api.route('/forgot-password’, methods=['POST'])
def forgot_password():

try:

data = request.get_json()

if not data or 'email’ not in data:
logger.error("No email provided")

return jsonify({'message’: "T51=HERFEHBILY), 400

email = data['email]
# MBUIEFIERAR

logger.info(f"Forgot password request for email:

n

{data_desensitizer.desensitize_email(email)}")

# BEHRHP



user = User.queryfilter_by(email=email).first()
if not user:

logger.warning(f"Forgot password attempt for non-existent email:
{data_desensitizer.desensitize_email(email)}")

return jsonify({'message"”: 'BRFERTFLE}), 404

# EEESH
reset_token = secrets.token_urlsafe(32)

reset_token_expiry = datetime.utcnow() + timedelta(hours=1) # 1 /\BS33HA

# BEAFPNEESHEAITHR G
user.reset_token = reset_token
user.reset_token_expiry = reset_token_expiry

db.session.commit()

# ILXHITEE
audit_logger.log_access(user.id, 'forgot_password', ‘password reset request’)

logger.info(f"Reset token generated for user:

{data_desensitizer.desensitize_email(email)}")

# XEBENIZAIEM, EREEME
# HTEAMTR, BNEEERESHE

reset_link = f"http://127.0.0.1:5000/pages/auth.html?token={reset_token}"

return jsonify({
'message”: 'EEFEZEE AN

reset_link"; reset_link,



'reset_token': reset_token # X FHF LMK
}), 200
except Exception as e:
logger.error(f"Error in forgot_password: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message": '4b3 %M, EHEEEIR), 500

# WIrEESRMEO
@api.route('/reset-password/<token>', methods=['GET'])
def verify_reset_token(token):
try:
# BHA A
user = User.query.filter_by(reset_token=token).first()
if not user:
logger.warning(f'Invalid reset token: {token[:8]}...")

return jsonify({ message": 'TCXI I EE S FE)), 404

# RESHESITH
if user.reset_token_expiry and user.reset_token_expiry < datetime.utcnow():

logger.warning(f"Expired reset token for user: {user.id}")

return jsonify({message: "EE S ETH]Y), 400

logger.info(f"Reset token verified for user: {user.id}")
return jsonify({
'message’: "SREH L,

‘user_id": user.id,



‘email’: data_desensitizer.desensitize_email(user.email)
}), 200
except Exception as €:
logger.error(f"Error in verify_reset_token: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message": '4b3 %M, EHEEEIR), 500

# EETINED
@api.route('/reset-password’, methods=['"POST"])
def reset_password():

try:

data = request.get_json()

if not data or 'token' not in data or 'new_password' not in data:
logger.error("Missing token or new password")

return jsonify({'message’: "/ AESEY), 400

token = data['token’]

new_password = data['new_password']

# BHA A
user = User.query.filter_by(reset_token=token).first()
if not user:

logger.warning(f"Invalid reset token: {token}")

return jsonify({ message": 'TCXI I E B S FE)), 404



# RWESCHREAETH
if user.reset_token_expiry and user.reset_token_expiry < datetime.utcnow():
logger.warning(f"Expired reset token: {token}")

return jsonify({'message”: &2 iTH#AY), 400

# EERY

encrypted_password = encryption_tool.encrypt_data(new_password)
user.password = encrypted_password

user.reset_token = None

user.reset_token_expiry = None

db.session.commit()

# IDKEHITEE
audit_logger.log_access(user.id, 'reset_password', 'password reset’)

logger.info(f"Password reset successful for user:

{data_desensitizer.desensitize_email(user.email)}")

return jsonify({'message’: "B E & A IN7Y), 200
except Exception as e:

logger.error(f'Error in reset_password: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message”: '4bI25 K, 1EFEEEIR]), 500

# B ED
@api.route('/change-password’, methods=['POST])

def change_password():



try:

data = request.get_json()

if not data or 'user_id' not in data or 'current_password' not in data or

'new_password' not in data:
logger.error("Missing user_id, current_password, or new_password")

return jsonify({'message’: '"f/>AEHE), 400

user_id = data['user_id']
current_password = data['current_password']

new_password = data['new_password']

# BHA A
user = User.query.get(user_id)
if not user:
logger.warning(f"User not found: {user_id}")

return jsonify({'message": 'l A AR1FHY), 404

# WIEHRIHAD

decrypted_password = encryption_tool.decrypt_data(user.password)

if decrypted_password != current_password:
logger.warning(f"Incorrect current password for user: {user_id}")

return jsonify({'message”: 'Y B Z B EEIR}), 401

# EFEEY
encrypted_password = encryption_tool.encrypt_data(new_password)

user.password = encrypted_password



{data_desensitizer.desensitize_email(user.email)}")

db.session.commit()

# ILXHITEE
audit_logger.log_access(user_id, 'change_password’, '‘password changed")

logger.info(f"Password changed successful for user:

n

return jsonify({'message": 'ZABE B ALINY), 200

except Exception as e:

logger.error(f'Error in change_password: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message": '$bIBL K, FEHEEIRY), 500

# BEREAmBED (TFHRIEM)

@api.route('/direct-change-password’, methods=['POST'])

def direct_change_password():

data = request.get_json()

if not data or 'email’ not in data or 'new_password' not in data:
logger.error("Missing email or new_password")

return jsonify({'message": '#R/AESELY), 400

email = data['email’]

new_password = data['new_password']



# BHRHAR
user = User.query. filter_by(email=email).first()
if not user:

logger.warning(f"User not found for email:

{data_desensitizer.desensitize_email(email)}")

return jsonify({'message’: 'BRFERTFE}), 404

# BB
encrypted_password = encryption_tool.encrypt_data(new_password)
user.password = encrypted_password

db.session.commit()

# ILXEITEE

audit_logger.log_access(user.id, 'direct_change_password’, 'password changed
without current password')

logger.info(f"Direct password change successful for user:

{data_desensitizer.desensitize_email(user.email)}")

return jsonify({'message': ' BB TN')), 200
except Exception as e:
logger.error(f"Error in direct_change_password: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message”: '4bI25 K, 1EFEEEIR]), 500

# FREX CSRF £ h&f O
@api.route('/csrf-token’, methods=['GET"])

def get_csrf_token():



from flask_wtf.csrf import generate_csrf

return jsonify({'csrf_token": generate_csrf()})

# KRB PEE#ED
@api.route('/user-info’, methods=['GET"])
@jwt_required()
def get_user_info():

try:

user_id = get_jwt_identity()

# BHA A
user = User.query.get(user_id)
if not user:
logger.warning(f"User not found: {user_id}")

return jsonify({'message’: 'l A AR1FFY), 404

# MERAPER
user_info = {
id": user.id,
‘username’; user.username,
‘email’: user.email,
'role: user.role,
‘roleName": {
farmer’: "R\ TEE",
‘consumer': JHEE",
'business "I AR

}.get(user.role, user.role)



logger.info(f"User info retrieved for user:

{data_desensitizer.desensitize_email(user.email)}")
return jsonify({'user’: user_info}), 200
except Exception as e:
logger.error(f"Error in get_user_info: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message”: '4bI2 5k, 1BEFEEEIR]), 500

# EFAPERED
@api.route('/update-user', methods=['PUT'])
@jwt_required()
def update_user():
try:
user_id = get_jwt_identity()

data = request.get_json()

# BHA A
user = User.query.get(user_id)
if not user:
logger.warning(f"User not found: {user_id}")

return jsonify({'message": ' FAARFHE"), 404

# EFAPER

if 'username’ in data:



user.username = data['username']

db.session.commit()

# ILKEHITHEE
audit_logger.log_access(user_id, 'update_user’, 'user information updated")

logger.info(f"User info updated for user:

{data_desensitizer.desensitize_email(user.email)}")

return jsonify({'message” ' P{E B EH L INY), 200
except Exception as e:

logger.error(f"Error in update_user: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message”: '4bIE5 K, 1BEFEEEIR]), 500



history.py
<IDOCTYPE html>
<html lang="zh-CN">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>[ASLILF - FAERNWR G </title>
<link rel="stylesheet" href="../css/navbar.css">
<link rel="stylesheet" href="../css/history.css">
<script src="https://cdn.jsdelivr.net/npm/chart.js"></script>
<script src="/js/i18n.js"></script>
</head>
<body>

<div class="particles" id="particles"></div>

<nav class="navbar">

<a href="/pages/welcome.html" class="nav-logo"> <span
data-i18n="app_name"> i} BVE 1N </span></a>

<div class="nav-links">
<a href="/pages/welcome.html" data-i18n="nav_home">®& T1</a>
<a href="/pages/index.ntml" data-i18n="nav_detect">#g M| </a>
<a href="/pages/result.htm!" data-il8n="nav_result">%5 &R </a>
<a href="/pages/models.html" data-i18n="nav_models">1& &I FE </a>
<a href="/pages/feedback.html" data-i18n="nav_feedback"> z {&</a>

<a href="/pages/history.html" class="active" data-i18n="nav_history">Jh

Sitx</a>

<a href="/pages/profile.html" data-il8n="nav_profile"> A Hi(r</a>



<a href="/pages/ai-assistant.html"> Al BiF</a>
<a href="/pages/auth.html" data-i18n="nav_login">&%/Ffft</a>
</div>

</nav>

<div class="container">
<div class="history-header">
<h1 data-i18n="history_title">  #&MHE</h1>
<p data-i18n="history_subtitle">Z& F BRI MIC K </p>

</div>

<div class="stats-bar">
<div class="stat-box">
<span class="stat-icon"> </span>
<div class="stat-info">
<span class="stat-value">86</span>
<span class="stat-label"> A& MK E</span>
</div>
</div>
<div class="stat-box">
<span class="stat-icon"> </span>
<div class="stat-info">
<span class="stat-value">28</span>
<span class="stat-label"> & J{#& M </span>
</div>
</div>

<div class="stat-box">



<span class="stat-icon"> </span>
<div class="stat-info">
<span class="stat-value">32</span>
<span class="stat-label">Z& 314§ M </span>
</div>
</div>
<div class="stat-box">
<span class="stat-icon"> </span>
<div class="stat-info">
<span class="stat-value">26</span>
<span class="stat-label">3 8R4 M| </span>
</div>
</div>

</div>

<div class="charts-section">
<h2>  1NEIEDHT</h2>
<div class="charts-grid">
<div class="chart-container">
<h3>FAEEH </h3>
<canvas id="maturityTrendChart"></canvas>
</div>
<div class="chart-container">
<h3>/KREHHMm</h3>
<canvas id="fruitDistributionChart"></canvas>
</div>

<div class="chart-container">



<h3> R FAEFR D </h3>

<canvas id="maturityLevelChart"></canvas>
</div>
<div class="chart-container">

<h3>1&MHFR </h3>

<canvas id="detectionFrequencyChart"></canvas>
</div>

</div>

</div>

<div class="filter-bar">
<div class="search-box">

<input type="text" data-i18n-placeholder="search_model"
placeholder="# & MiC3%.." id="searchinput">

<button class="search-btn"> </button>
</div>
<div class="filter-options">
<select id="fruitFilter">
<option value="all">% &k = f </option>
<option value="cucumber"> & J[{</option>
<option value="tomato">  ZEjn</option>
<option value="apple"> 3R </option>
</select>
<select id="timeFilter">
<option value="all">4 &R AT 8] </option>
<option value="today">% X </option>

<option value="week">Z [& </option>



<option value="month">7 B </option>
</select>
<select id="sortFilter">
<option value="newest">&H L 5 </option>
<option value="oldest">&F 5t </option>
<option value="score">TFf Jc </option>
</select>
</div>

</div>

<div class="history-groups history-container">
<l-- FARiCFE @i JavaScript SIZSERL -->

</div>

<div class="pagination">

<button class="page-btn" disabled>_ —T1</button>

<div class="page-numbers">
<putton class="page-number active">1</button>
<button class="page-number">2</button>
<button class="page-number">3</button>
<span class="page-ellipsis">...</span>
<button class="page-number">10</button>

</div>

<button class="page-btn">"T—T1</button>

</div>

<div class="batch-actions">



<label class="select-all">
<input type="checkbox" id="selectAll">
<span>#%if</span>

</label>

<button class="batch-btn export-btn">  <span>SH

</span></button>

<button class="batch-btn delete-batch-btn">  <span>tEMikx

</span></button>
</div>

</div>

<script src="/js/i18n.js"></script>
<script src="/js/history.js"></script>
</body>

</html>



welcome.py
<IDOCTYPE html>
<html lang="zh-CN">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Xill - RUAEACIAR Ge</title>
<link rel="stylesheet" href="../css/navbar.css">
<link rel="stylesheet" href="../css/welcome.css">
</head>
<body>

<div class="particles" id="particles"></div>

<nav class="navbar">

<a href="/pages/welcome.html" class="nav-logo"> <span
data-i18n="app_name"> B ZLE & M </span></a>

<div class="nav-links">

<a href="/pages/welcome.html" class="active" data-il8n="nav_home">
BH</a>

<a href="/pages/index.html" data-i18n="nav_detect">#g M| </a>

<a href="/pages/result.htm!" data-il8n="nav_result">%5 & </a>

<a href="/pages/models.html" data-i18n="nav_models">1& &I FE </a>
<a href="/pages/feedback.html" data-i18n="nav_feedback"> & {&</a>
<a href="/pages/history.html" data-i18n="nav_history">J 5 </a>

<a href="/pages/profile.ntml" data-i18n="nav_profile">F fj</a>

<a href="/pages/settings.html" data-i18n="nav_settings">1®¥ &</a>

<a href="/pages/ai-assistant.htm|"> Al BjF </a>



<a href="/pages/about.html|" data-i18n="nav_about">>%F</a>

<a href="/pages/auth.ntml" class="login-btn" data-i18n="nav_login">%&
x / EfMf</a>

</div>

</nav>

<div class="floating-fruits">
<span class="fruit fruit-1"> </span>
<span class="fruit fruit-2"> </span>
<span class="fruit fruit-3"> </span>
<span class="fruit fruit-4"> </span>
<span class="fruit fruit-5"> </span>
<span class="fruit fruit-6"> </span>
<span class="fruit fruit-7"> </span>
<span class="fruit fruit-8"> </span>

</div>

<div class="container">
<div class="hero">
<div class="glitch-wrapper">

<h1 class="glitch" data-text="¥il>k Z|" data-i18n="welcome_text">
MK E] </h1>

</div>

<div class="title-container">

<h?2 class="gradient-text" data-i18n="welcome_title">&& [\ ¥R &F
AN R Gr</h2>

<div class="underline"></div>



</div>

<div class="typewriter-container">
<p class="typewriter" id="typewriter"></p>
<span class="cursor">|</span>

</div>

<div class="features">

<div class="feature-card" data-delay="0">

<div class="feature-icon"> </div>

<h3 data-i18n="feature 1 title">& 8E125I</h3>

<p data-i18n="feature_1_desc"> & & K B[4 </p>
</div>
<div class="feature-card" data-delay="1">

<div class="feature-icon"> </div>

<h3 data-i18n="feature 2_title">¥EADHr</h3>

<p data-il18n="feature_2_desc">Al K= HY 5} ZE HIMT</p>
</div>
<div class="feature-card" data-delay="2">

<div class="feature-icon"> </div>

<h3 data-i18n="feature_3_title">%& W &Y </h3>

<p data-i18n="feature_3 desc">iZ{{&ERHAEIN</p>
</div>

</div>

<a href="/pages/index.html" class="cta-button">

<span class="button-text" data-i18n="start_detect">FF 454N



</span>
<span class="button-icon"> </span>
<div class="button-glow"></div>
</a>

</div>

<div class="scroll-indicator">
<div class="mouse">
<div class="wheel"></div>
</div>
<p>[a MR T REZ</p>

</div>

<section class="info-section">
<div class="info-card">
<div class="info-icon"> </div>
<h3 data-i18n="info_1_title"> X ¥ Z M= </h3>

<p data-i18n="info_1 desc">&JI\. FLIth. FREZFKREFHN
AN </p>

</div>
<div class="info-card">
<div class="info-icon"># </div>
<h3 data-i18n="info 2 title">1RE &M </h3>

<p data-i18n="info_2 desc">RFE L ZE F, JIAHEITTHREE WA
RAE iR E</p>

</div>

<div class="info-card">



<div class="info-icon"> </div>
<h3 data-i18n="info_3_title">BaFA{RI"</h3>

<p data-i18n="info_3_desc">FrH B F SIEHTEAM TR, RIPFEH

fafhee</p>
</div>
</section>

<footer class="footer">

<p data-i18n="footer_text">© 2024 FAERNES | ItE—O#E2 &
ERSZI</p>

</footer>

</div>

<script src="../js/i18n.js"></script>
<script src="../js/welcome.js"></script>
</body>

</html>



setting.py
<IDOCTYPE html>
<html lang="zh-CN">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>RE - PAERMARG</title>
<link rel="stylesheet" href="../css/navbar.css">
<link rel="stylesheet" href="../css/settings.css">
</head>
<body>

<div class="particles" id="particles"></div>

<nav class="navbar">

<a href="/pages/welcome.html" class="nav-logo"> <span
data-i18n="app_name"> B ZLE & M </span></a>

<div class="nav-links">
<a href="/pages/welcome.html" data-i18n="nav_home">& Ti1</a>
<a href="/pages/index.html" data-i18n="nav_detect">#& M </a>
<a href="/pages/result.htm!" data-il8n="nav_result">4£ R </a>
<a href="/pages/models.html" data-i18n="nav_models">1& &I FE </a>
<a href="/pages/feedback.html" data-i18n="nav_feedback"> & {&</a>
<a href="/pages/history.ntml|" data-i18n="nav_history">Jf & </a>
<a href="/pages/profile.ntml" data-i18n="nav_profile">F fj</a>

<a href="/pages/settings.html" class="active" data-i18n="nav_settings">

wE</a>

<a href="/pages/ai-assistant.htm|"> Al BjF </a>



<a href="/pages/about.html|" data-i18n="nav_about">>%F</a>
<a href="/pages/auth.html" data-i18n="nav_login">&%/Ffft</a>
</div>

</nav>

<div class="container">
<div class="settings-header">
<hl> ®E</h1>
<p>BEXEHNERER</p>

</div>

<div class="settings-grid">
<div class="settings-sidebar">
<div class="sidebar-menu">

<button class="menu-item active" data-section="account">
<span class="menu-icon"> </span>
<span class="menu-text">MK S51& & </span>

</button>

<button class="menu-item" data-section="notifications">
<span class="menu-icon"> </span>
<span class="menu-text">@ 1% & </span>

</button>

<putton class="menu-item" data-section="privacy">
<span class="menu-icon"> </span>
<span class="menu-text">BaFAIX & </span>

</button>

<button class="menu-item" data-section="appearance">



<span class="menu-icon"> </span>
<span class="menu-text">¥N 1% & </span>

</button>

<putton class="menu-item" data-section="language">
<span class="menu-icon"> </span>
<span class="menu-text">18 5 X & </span>

</button>

<button class="menu-item" data-section="data">
<span class="menu-icon"> </span>
<span class="menu-text">#IEEIE </span>

</button>

</div>

</div>

<div class="settings-content">
<l-- KSEE -->
<div class="settings-section active" id="account">
<div class="section-header">
<h2> KSEE</h2>
<p>EEEMNKSEE</p>

</div>

<div class="setting-card">
<div class="avatar-section">
<div class="current-avatar"> </div>
<div class="avatar-actions">

<button class="btn-primary"> & # 3 {&</button>



<button class="btn-secondary" > & k&
</button>

</div>
</div>

</div>

<div class="setting-card">

<h3>EAXfFE</h3>
<div class="form-group">
<label>lEFR</label>

<input type="text" value="7K 831X A" placeholder="i&
BNRFR >

</div>
<div class="form-group">
<label>HRF§ </label>

<input type="email" value="user@example.com"
placeholder="1&% N\ HBFE">

</div>
<div class="form-group">
<label>FH| 5 </label>

<input type="tel" value="138**+*8888" placeholder="
BRAFHS">

</div>
<div class="form-group">
<label> A &1 </label>

<textarea rows="3" placeholder=" 44— T H
C.."></textarea>

</div>



<button class="save-btn">{R¥FE 2 </button>

</div>

<div class="setting-card danger-zone">
<h3> fERXiEH</h3>
<div class="danger-item">
<div>
<span class="danger-title">{& X Z L </span>

<span class="danger-desc"> & #i5 5 &5 o] IR

IS L2 L </span>
</div>
<button class="btn-secondary">{& % </button>
</div>
<div class="danger-item">
<div>
<span class="danger-title">3¥ {5 Mk 2 </span>
<span class="danger-desc">T$4 /5 Fr B #1B 54
K AR </span>
</div>
<button class="btn-danger">;¥$4</button>
</div>
</div>
</div>

<l-- BHIRE -->
<div class="settings-section" id="notifications">

<div class="section-header">



<h2> BHIRE</h2>
<p>EEERBAIRE </p>

</div>

<div class="setting-card">
<h3>#EEBHI</h3>
<div class="toggle-list">
<div class="toggle-item">
<div class="toggle-info">

<span class="toggle-title"> &M 5& 5 18 %N
</span>

<span class="toggle-desc"># M 7E % 5 & 1%
BHI</span>

</div>
<label class="toggle-switch">
<input type="checkbox" checked>
<span class="toggle-slider"></span>
</label>
</div>
<div class="toggle-item">
<div class="toggle-info">
<span class="toggle-title">ZR %t & #Fr</span>

<span class="toggle-desc" >} R % F #
HIIRE B FI</span>

</div>
<label class="toggle-switch">
<input type="checkbox" checked>

<span class="toggle-slider"></span>



</label>
</div>
<div class="toggle-item">
<div class="toggle-info">
<span class="toggle-title">E=N{E $H</span>

<span class="toggle-desc"> L B EENFN

{E3H{5 B </span>
</div>
<label class="toggle-switch">
<input type="checkbox">
<span class="toggle-slider"></span>
</label>
</div>
</div>
</div>
<div class="setting-card">
<h3>#R @A </h3>
<div class="toggle-list">
<div class="toggle-item">
<div class="toggle-info">
<span class="toggle-title"> ER 2 45 </span>
<span class="toggle-desc" > E & %18 MK
BB </span>

</div>
<label class="toggle-switch">

<input type="checkbox" checked>



<span class="toggle-slider"></span>
</label>
</div>
<div class="toggle-item">
<div class="toggle-info">

<span class="toggle-title">Mk S L LIEHE

</span>

<span class="toggle-desc"> & F F & I & 1%

HR {412 BE </span>

</div>

<label class="toggle-switch">
<input type="checkbox" checked>
<span class="toggle-slider"></span>

</label>

</div>
</div>
</div>

</div>

<l-- BRERE -->
<div class="settings-section" id="privacy">
<div class="section-header">
<h2> [RFIAEE</h2>
<p>EREHBRAMEIE</p>

</div>

<div class="setting-card">



<h3>BEFAIEIN</h3>
<div class="toggle-list">
<div class="toggle-item">
<div class="toggle-info">

<span class="toggle-title">/AFF & MiC F
</span>

<span class="toggle-desc"> A H M A&
EBHMIT % </span>

</div>
<label class="toggle-switch">
<input type="checkbox">
<span class="toggle-slider"></span>
</label>
</div>
<div class="toggle-item">
<div class="toggle-info">

<span class="toggle-title"> & ;RFEHEF THE
</span>

<span class="toggle-desc">ZH{TiEH B 7~
B A P & </span>

</div>
<label class="toggle-switch">
<input type="checkbox" checked>
<span class="toggle-slider"></span>
</label>
</div>
<div class="toggle-item">

<div class="toggle-info">



<span class="toggle-title"> & IFEIBD T

</span>

<span class="toggle-desc"> 7 FH {11 A&
B &R AR 55 </span>

</div>
<label class="toggle-switch">
<input type="checkbox" checked>
<span class="toggle-slider"></span>
</label>
</div>
</div>

</div>

<div class="setting-card">
<h3>##E T #H</h3>
<p class="card-desc"> T & EHIPTE N AL IE</p>
<button class="btn-secondary"> T & ##E</button>
</div>

</div>

<l-- SN RE -->
<div class="settings-section" id="appearance">
<div class="section-header">
<h2> Mg E</h2>
<p>BEXSFEIL</p>

</div>



<div class="setting-card">
<h3>E@EH </h3>
<div class="theme-options">
<label class="theme-option">

<input type="radio" name="theme" value="dark"

checked>
<span class="theme-preview dark"> </span>
<span class="theme-label" >R @& </span>
</label>
<label class="theme-option">

<input type="radio" name="theme"

value="light">
<span class="theme-preview light"> </span>
<span class="theme-label">% @11 </span>
</label>
<label class="theme-option">

<input type="radio" name="theme"

value="auto">
<span class="theme-preview auto"> </span>
<span class="theme-label"> R & L </span>
</label>
</div>

</div>

<div class="setting-card">
<h3>FIEFER</h3>
<div class="toggle-list">

<div class="toggle-item">



<div class="toggle-info">
<span class="toggle-title">T1 HE & E </span>

<span class="toggle-desc"> /2 A TUE T E =N

B 3R </span>
</div>
<label class="toggle-switch">
<input type="checkbox" checked>
<span class="toggle-slider"></span>
</label>
</div>
<div class="toggle-item">
<div class="toggle-info">
<span class="toggle-title">%I F3I R </span>
<span class="toggle-desc"> B~ =X Faf
H </span>

</div>

<label class="toggle-switch">
<input type="checkbox" checked>
<span class="toggle-slider"></span>

</label>

</div>
</div>
</div>

</div>

<l-- IBEEE -->

<div class="settings-section" id="language">



<div class="section-header">
<h2> JEFTERE</h2>
<p>IEFEBIRFHIES </p>

</div>

<div class="setting-card">
<h3>5fHIES </h3>
<div class="language-options">
<label class="language-option">

<input type="radio" name="language" value="zh"
checked>

<span class="language-flag"> </span>
<span class="language-name">f&{&f1 3 </span>
</label>
<label class="language-option">

<input type="radio" name="language"

value="en">
<span class="language-flag"> </span>
<span class="language-name">English</span>
</label>
<label class="language-option">

<input type="radio" name="language”

value="ja">
<span class="language-flag"> </span>
<span class="language-name">H Z&Kz&</span>
</label>
</div>

</div>



</div>

<l-- HIEEE -->
<div class="settings-section" id="data">
<div class="section-header">
<h2> HIEEE</h2>
<p>EEENEIEMFiE</p>

</div>

<div class="setting-card">

<h3>#FfifE A1EM </h3>

<div class="storage-bar">
<div class="storage-fill" style="width: 45%;"></div>

</div>

<div class="storage-info">
<span>E1{#f 450MB / 1GB</span>
<span>45%</span>

</div>

</div>

<div class="setting-card">
<h3>Z&FEE</h3>
<div class="cache-info">
<span>HEIZETFE. 128MB</span>
<button class="btn-secondary">J&kr%E 7 </button>
</div>

</div>



<div class="setting-card">
<h3>%HESHi </h3>
<p class="card-desc">SH &I [ 2L K </p>
<div class="export-options">

<button class="btn-secondary">SH A

JSON</button>
<button class="btn-secondary">SH 4
CSV</button>
<button class="btn-secondary">SH 4
PDF</button>
</div>
</div>
<div class="setting-card danger-zone">
<h3>  #IEBRR</h3>
<div class="danger-item">
<div>
<span class="danger-title"> &R Fr A & NI F
</span>
<span class="danger-desc"> It B EAR TR E
</span>

</div>
<button class="btn-danger">&k </button>
</div>
</div>
</div>

</div>



</div>

</div>

<script src="../js/il8n.js"></script>
<script src="../js/settings.js"></script>
</body>

</html>



routespy

from flask import Blueprint, request, jsonify, Response
from flask_jwt_extended import create_access_token, jwt_required, get_jwt_identity
from werkzeug.security import check_password_hash
from models.models import db, User, Detection, Dataset
import os

import logging

import secrets

import requests

from datetime import datetime, timedelta

from ultralytics import YOLO

from utils.privacy import data_desensitizer, encryption_tool, access_control, audit_logger

# BEERS
logging.basicConfig(
level=logging.INFO,

format="%(asctime)s - %(name)s - %(levelname)s - %(message)s'

logger = logging.getLogger(__name_ )

api = Blueprint(‘api', __name_)

# SEMEO
@api.route('/register’, methods=['POST])
def register():

try:



data = request.get_json()

# SR EFIERAE

if data:
sanitized_data = data.copy()
if 'email’ in sanitized_data:

sanitized_data['email’] =

data_desensitizer.desensitize_email(sanitized_data['email'])
if '‘password' in sanitized_data:
sanitized_data['password'] = "'
logger.info(f"Register request: {sanitized_data}")
else:
logger.error("No data provided")

return jsonify({'message’: "5t EM{E A1), 400

required_fields = ['username’, 'email’, 'password’, 'role’]
for field in required_fields:
if field not in data:
logger.error(f"Missing field: {field}")

return jsonify({'message': fiFE f{field}}), 400

if User.query filter_by(email=data['email']).first():

logger.warning(f"Email already exists:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'message": '#iBF8 2 £ 7E'}), 400

# A ITINE IR

encrypted_password = encryption_tool.encrypt_data(data['password'])



new_user = User(
username=data['username’],
email=data['email],
password=encrypted_password, # FEEINZ G B
role=data['role’]
)

db.session.add(new_user)

db.session.commit()

# ILXEITEE

audit_logger.log_data_access('system’, ‘user_registration’, 'new user
registration’)

logger.info(f"User registered successfully:

{data_desensitizer.desensitize_email(data['email'])}")
return jsonify({'message": JEM BTN, 201

except Exception as e:
logger.error(f"Error in register: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message": JEMEM, EFEEEIRY), 500

# EXEN
@api.route('/login’, methods=['POST"])
def login():

try:

data = request.get_json()



# RBUIEFICRAEE

if data:
sanitized_data = data.copy()
if 'email’ in sanitized_data:

sanitized_data['email’] =

data_desensitizer.desensitize_email(sanitized_data['email'])
if 'password’ in sanitized_data:
sanitized_data['password'] = "'
logger.info(f"Login request: {sanitized_data}")
else:
logger.error("No data provided")

return jsonify({'message": "HIREERE LR, 400

required_fields = ['email’, 'password’]
for field in required_fields:
if field not in data:
logger.error(f"Missing field: {field}")

return jsonify({'message": f'1512 #{field}}), 400

user = User.query.filter_by(email=data['email]).first()
if not user:

logger.warning(f"Invalid login attempt for email:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'message": 'HBFE S AL EHR ")), 401

# BN R ARG

decrypted_password = encryption_tool.decrypt_data(user.password)



if decrypted_password != data['password']:

logger.warning(f"Invalid login attempt for email:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'message": 'HBFE I AL EHIR ")), 401

# ERFFTRLENGH, BER IWT L HEIRIIE 68
access_token = create_access_token(identity=str(user.id))
# ILXHITEE

audit_logger.log_access(user.id, 'login’, 'user account’)

logger.info(f"User logged in successfully:

{data_desensitizer.desensitize_email(data['email'])}")

return jsonify({'access_token': access_token, 'user’: {'id": user.id, 'username:

user.username, 'role’: user.role}})
except Exception as e:
logger.error(f"Error in login: {str(e)}")
import traceback

traceback.print_exc()

return jsonify({'message": "%, EMHEEIRY), 500

# wlEN (ERKRRREY)

@api.route('/detect’, methods=['POST"])

@api.route('/api/detect’, methods=['POST'])

# @jwt_required()

def detect():

try:

# ZMIWT RRELA - ID, IR FNERARINERERAE
try:

user_id = get_jwt_identity()



# RBAFAE

user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’
except:

#RHIWT LR, ERKIANERERE

user id=1 # IGREREERF D

user_role = 'consumer’

# S EFICRAS

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)}, User Role:
{user_role}")

# RERAPDR
if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": 'TCAX PR 6] LLINEEY), 403

# FRER E B A B A URL
logger.info(f"Files: {len(request.files) > 0}")
logger.info(f"Form keys: {list(request.form.keys())}")

logger.info(f"JSON data: {request.get_json()}")

# ILEKFAIBERSE

logger.info(f"All request form data: {dict(request.form)}")

image_path = None



# IS/ NERFRY detectType ZE0H Web i%H fruit_type 241

detect_type = request.form.get('detectType") or request.form.get('fruit_type’,

‘unknown') or request.json.get('fruit_type', 'unknown")
# KT E T detectType BREYR XS Rz AY/K RKFY
type_mapping = {
'0" 'cucumber’, # =R
'1": 'tomato’,  # FEM
'2" "apple’ # R
}
fruit_type = type_mapping.get(detect_type, detect_type)

logger.info(f"Detect type: {detect_type}, Fruit type: {fruit_type}")

# SHIEEA

if image’ in request.files:
image = request.files['image’]
logger.info(f"Image filename: {image.filename}")

logger.info(f"Image content type: {image.content_type}")

# RIFEA

upload_folder = 'uploads'

if not os.path.exists(upload_folder):
os.makedirs(upload_folder)

logger.info(f"Created upload folder: {upload_folder}")

# EREHEEIXMGR, RIPFREXHRER

filename =
f*{datetime.now().strftime("%Y%m%d%H%M%S")} {data_desensitizer.hash_identifier(image.fil
ename)[:8]}.jpg"



image_path = os.path.join(upload_folder, filename)
image.save(image_path)
logger.info(f"lmage saved to: {image_path}")

# SLIEE A URL

elif 'image_url' in request.form or (request.json and 'image_url" in request.json):
image_url = request.form.get(‘image_url') or request.json.get('image_url’)

logger.info(f"Image URL: {image_url}")

# THER

upload_folder = 'uploads'

if not os.path.exists(upload_folder):
os.makedirs(upload_folder)

logger.info(f"Created upload folder: {upload_folder}")

# ERARHEEIXHH

filename =
f*{datetime.now().strftime("%Y%m%d%H%M%S")} {data_desensitizer.hash_identifier(image_u

r[:8]}jpg”

image_path = os.path.join(upload_folder, filename)

# THER
try:
response = requests.get(image_url, timeout=10)
response.raise_for_status()
with open(image_path, 'wb') as f:
f.write(response.content)

logger.info(f"Image downloaded from URL and saved to:

{image_path}")



except Exception as e:
logger.error(f"Failed to download image from URL: {str(e)}")
return jsonify({message" " TEHE R KK, 7E1E URL 2B HEY), 400
else:

logger.error("No image or image_url provided")

return jsonify({message”: '1&_E & & A S 4LE - URLY), 400

# INERELFF AT RN
current_dir = os.path.dirname(os.path.abspath(__file_))

model_path = os.path.join(current_dir,

‘runs/detect/fruit_maturity_v2/weights/best.pt")
if os.path.exists(model_path):
logger.info(f"Loading model: {model_path}")

model = YOLO(model_path)

try:
# TN, BREEERELUSNE ZXER
results = model(image_path, verbose=False, conf=0.25) # EKE
EEBEES 0.25

# FRTHUNE R
if results and len(results) > 0:
result = results[0]

boxes = result.boxes

# ANINFAREE

logger.info(f"Detection boxes count: {len(boxes)}")



if len(boxes) > 0:

conf={float(box.conf):.3f}")

HY7KRY), 400

Hy7KR D), 400

for i, box in enumerate(boxes):

logger.info(f'Box {i}: class={int(box.cls)},

# KB EEERSHIRNE
best box = None

max_conf =0

for box in boxes:
conf = float(box.conf)
if conf > max_conf:
max_conf = conf

best_box = box

# MEFHHEACNAE, REFER
if best_box is None;

logger.warning("No box found")

return jsonify({'message”: "t MKW FK A& M ZE 45 E K 7Y

# REBEERAE®S
if max_conf < 0.3: # FFRIRKEZT 0.3, B NIEE

logger.warning(f"Low confidence: {max_conf}")

return jsonify({message”: '#&M KB K& E) 5 E K5

best_class = int(best_box.cls)



logger.info(f"Selected class ID: {best_class}, Confidence:

{max_conf}")

logger.info(f"Detected class: {best_class}, model name:

{model.names[best_class]}")

# TR MEI AR, EARIER 18 ERIKRERH# 1T
et

# XAFRMEREVG MR, theEARIEINE H B IEF IR AR
if fruit_type == 'cucumber":

# fE REE TR HIMT R A AR

import cv2

import numpy as np

img = cv2.imread(image_path)

img_rgb = cv2.cvtColor(img, cv2.COLOR_BGR2RGB)

if best_box is not None:
x1, y1, x2, y2 = map(int, best_box.xyxy[0].tolist())

cucumber_region = img_rgb[yl:y2, x1:x2]

if cucumber_region.size > 0:

avg_color =

np.mean(cucumber_region.reshape(-1, 3), axis=0)

avg_r, avg_g, avg_b = avg_color

green_intensity = avg_g - avg_r

max_color =

np.max(cucumber_region.reshape(-1, 3), axis=1).mean()

min_color =



np.min(cucumber_region.reshape(-1, 3), axis=1).mean()

saturation = (max_color - min_color) /

(max_color + 1e-6) * 100

brightness = (avg_r + avg_g + avg_b)/ 3

logger.info(f"Color analysis: R={avg_r:.1f},
G={avg_g:.1f}, B={avg_b:.1f}, green_intensity={green_intensity:.1f},
saturation={saturation:.1f}%, brightness={brightness:.1f}")

# RIEENE HIMT B TR AE

if avg_g > avg_r + 30 and saturation > 25 and
brightness > 90:

maturity_level =3 # p{ZA

elif avg_g > avg_r + 20 and brightness > 80:
maturity_level = 2 # 3ZA

elif brightness < 70:
maturity level = 1 # R#H

else:

maturity_level = 4 # 3%

logger.info(f"Color-based maturity level:

{maturity_level}")
else:
maturity level = 1 # BRIAKRZR
else:
maturity level = 1 # ZRIAKRH
elif fruit_type == "apple"

# £ HEE TR A E R PE



import cv2
import numpy as np
img = cv2.imread(image_path)

img_rgb = cv2.cvtColor(img, cv2.COLOR_BGR2RGB)

if best_box is not None:
x1, y1, x2, y2 = map(int, best_box.xyxy[0].tolist())

apple_region = img_rgb[yl:y2, x1:x2]

if apple_region.size > 0:

avg_color =

np.mean(apple_region.reshape(-1, 3), axis=0)

avg_r, avg_g, avg_b = avg_color

# ITELBNEERE
red_intensity = avg_r - avg_g
# ITERERAE

max_color = np.max(apple_region.reshape(-1,

3), axis=1).mean()

min_color = np.min(apple_region.reshape(-1,

3), axis=1).mean()

saturation = (max_color - min_color) /
(max_color + 1e-6) = 100

# WHBE

brightness = (avg_r + avg_g + avg_b)/ 3

logger.info(f"Apple color analysis:
R={avg_r:.1f}, G={avg_g:.1f}, B={avg_b:.1f}, red_intensity={red_intensity:.1f},



saturation={saturation:.1f}%, brightness={brightness:.1f}")

# RIBAE H M RN FE

if avg_r > avg_g + 30 and saturation > 25;
# ABRER, B
maturity_level = 3

elifavg_r > avg_g + 10:
#ORLE, FH
maturity_level = 2

elifavg_g > avg_r + 10:
# FER, KA
maturity_level = 1

else:
# HAthiER, RIE=EHB
if brightness > 120:

maturity_level =3 # B{ZA

else:

maturity_level = 2 # 32t

logger.info(f"Color-based apple maturity level:
{maturity_level}")

else:
maturity_level = 1 # ZRIAKRH
else:
maturity level = 1 # BRIAKRZR
elif fruit_type == 'tomato":

# R DI RHIM BT RE



import cv2
import numpy as np
img = cv2.imread(image_path)

img_rgb = cv2.cvtColor(img, cv2.COLOR_BGR2RGB)

if best_box is not None:
x1, y1, x2, y2 = map(int, best_box.xyxy[0].tolist())

tomato_region = img_rgb[yl:y2, x1:x2]

if tomato_region.size > O:

avg_color =

np.mean(tomato_region.reshape(-1, 3), axis=0)

avg_r, avg_g, avg_b = avg_color

# ITEAERE
red_intensity = avg_r - avg_g
# ITERERAE

max_color =

np.max(tomato_region.reshape(-1, 3), axis=1).mean()

min_color =

np.min(tomato_region.reshape(-1, 3), axis=1).mean()

saturation = (max_color - min_color) /

(max_color + 1e-6) = 100
# R

brightness = (avg_r + avg_g + avg_b)/ 3

logger.info(f"Tomato color analysis:
R={avg_r:.1f}, G={avg_g:.1f}, B={avg_b:.1f}, red_intensity={red_intensity:.1f},



saturation={saturation:.1f}%, brightness={brightness:.1f}")

and saturation > 30:

10:

level: {maturity_level}")

# RIEENE FIM E AR

ifavg_r > avg_g + 40 and avg_r > avg_b + 30

#OR4AE, WHES -> MEVIEHR
if brightness > 120:

maturity level =3 # B#
else:

maturity_level = 4 # I

elifavg_r > avg_g + 20 and avg_r > avg_b +

# PELE -> FH
maturity_level = 2

elifavg_g > avg_r or avg_b > avg_r:
# FBEHEFE -> KA
maturity_level = 1

else:
# HAWER -> B

maturity_level = 3

logger.info(f"Color-based tomato maturity

else:

maturity level = 1 # BRIAKRZR

maturity_level =1 # ZRIAKRF



# BN

fruit_type = 'cucumber’
maturity_level = 2

logger.warning(f"Unexpected class ID: {best_class}")

confidence = round(max_conf, 2)

logger.info(f"Detection result: fruit_type={fruit_type},

class_id={best_class}, maturity={maturity_level}, confidence={confidence}")

# TTEREEMREH]
# RIBAL A E SR GIERSEE
def get_sugar_content(fruit_type, maturity_level):
sugar_ranges = {
‘cucumber’: {

1: {'min". 1.0, 'max": 2.0},

2:{'min": 2.0, 'max": 3.0},

3:{'min" 3.0, 'max" 4.0},

4:{min" 4.0, 'max": 5.0}

‘apple’: {

1: {'min" 8.0, 'max": 10.0},

2: {'min"
3:{'min"
4:{'min":
13
‘tomato’: {
1: {min"

2:{min".

10.0, 'max’: 12.0},
12.0, 'max": 14.0},

14.0, 'max’: 16.0}

3.0, 'max": 4.0},

4.0, 'max": 5.0},



3:{'min": 5.0, 'max": 6.0},

4:{min" 6.0, 'max": 7.0}

}

return sugar_ranges.get(fruit_type,

sugar_ranges['apple']).get(maturity_level, {min": 0, ‘max’: 0})

# WMIB|AAEFRIVKREBTEREL (X)
def get_shelf_life(fruit_type, maturity_level):
shelf_life = {
‘cucumber’: {
1. 14,
2: 10,
3:7,

4:3

‘apple’: {
1: 60,
2: 45,
3: 30,
4:15

13

‘tomato”: {
1: 14,
2: 10,
3:7,

4:3



}

return shelf_life.get(fruit_type,
shelf_life['apple']).get(maturity_level, 7)

sugar_content = get_sugar_content(fruit_type,

maturity_level)

shelf_life = get_shelf_life(fruit_type, maturity_level)

# RIFIONE RN IR E

new_detection = Detection(
user_id=user_id,
fruit_type=fruit_type,
maturity_level=maturity_level,
confidence=confidence,
image_path=image_path

)

db.session.add(new_detection)

db.session.commit()

logger.info(f"Detection saved to database:

{new_detection.id}")

# ICXEITEE

audit_logger.log_data_access(user_id, 'detection’, 'fruit

maturity detection’)

# MEWEEIE, FERRE Web inHHIE/NEF

response_data = {



‘fruit_type': fruit_type,
‘maturity_level: maturity_level,
‘confidence’: confidence,
'sugar_content’: sugar_content,
'shelf life": shelf life,

'suggestion’: get_suggestion(fruit_type, maturity_level,

user_role)

IS NI A
4 HEBREE S

maturity_percentage = str(maturity_level » 25) + "0’

return jsonify({
'success”: True,
‘data”: {
‘maturity’: maturity_percentage,

'suggestion’. get_suggestion(fruit_type,
maturity_level, user_role),

'sugarContent”:

f"{sugar_content['min']}-{sugar_content['max']}%" if 'min’ in sugar_content else None,
‘freshness': f"{shelf_life}X" if shelf_life else None
13
'result” response_data # {R#F Web ig A

)

else;
# KIWEBFR, REFEIR

logger.warning("No objects detected")



return jsonify({'success": False, 'message” "#& MKMW KN

FFEERBIMKRY), 400
else:
# UMK, REHR
logger.warning("Prediction failed")

return jsonify({'success’: False, 'message’: '#& MM K& MEI
EEXEIFYKRY), 400

except Exception as e:
# HERTUN RN, REHER
logger.error(f"Model prediction failed: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'success" False, 'message’: '#& ML K4 B 45 E £

BIFY7KRY), 400
else:
# HEEXHAGFE, BREER
logger.error(f"Model file not found: {model_path}")

return jsonify({'success": False, 'message’: 't MM KI&MEIFEE L EH

JKR'Y), 400
except Exception as e:
logger.error(f"Error in detect: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'success" False, 'message”: '# Mk, EREEIRY), 500

# REUB LI
@api.route('/history’, methods=['GET'])

def get_history():



try:
# ZMIWT SRERAF ID, anRRBNERRKIAAS D
try:
user_id = get_jwt_identity()
user_id_int = int(user_id)
except:
# XHIWT S, EREARF D

user id_int=1

# SR EFIERAE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} accessing
history")

# KREH PR
user = User.query filter_by(id=user_id_int).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message”: 'TCAXPR i/ [a] Itk THEE}), 403

# {5 FEREERE A user id int H{TEE

detections =

Detection.query.filter_by(user_id=user_id_int).order_by(Detection.created_at.desc()).all()

history = []

for d in detections:



history.append({
'id": d.id,
fruit_type': d.fruit_type,
‘maturity_level": d.maturity_level,
‘confidence’: d.confidence,

‘created_at': d.created_at.strftime('%Y-%m-%d %H:%M:%S")

# ILXEITEE

audit_logger.log_data_access(user_id_int, 'history', 'access detection history')

return jsonify({"history": history})
except Exception as e:
logger.error(f'Error in get_history: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message’: "FkEUA £iCFK K}, 500

# MIBRIH 21T AP
@api.route('/history/<int:history_id>", methods=['DELETE'])
def delete_history(history_id):
try:
# ZMIWT SRR~ ID, anRRBNERRKIAAS D
try:
user_id = get_jwt_identity()
user_id_int = int(user_id)

except:



# %8 IWT Sh2, ERRIARA ID

user id int=1

# SR EFIERAE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} deleting
history: {history_id}")

# & HPDER
user = User.query filter_by(id=user_id_int).first()

user_role = user.role if user else 'consumer’

if not access_control.check_permission(user_role, 'delete"):

logger.warning(f"Unauthorized delete attempt by user:
{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": 'TTAX PRI ITULER{E?D), 403

# BHIFMBRD EICF
detection = Detection.query.filter_by(id=history_id, user_id=user_id_int).first()
if not detection:

logger.warning(f"History not found: {history_id} for user:

n

{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": "7 £ iCk AT, 404

db.session.delete(detection)

db.session.commit()

# ILXHITEE

audit_logger.log_data_access(user_id_int, 'history’, f'delete detection history:



{history_id})

return jsonify({'message”: ' 212 sk MBR B Th'}), 200
except Exception as e:

logger.error(f'Error in delete_history: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message”: "Mk A 5£1Cxk K}, 500

# HEMIBRIHSEICK AP
@api.route('/history/batch-delete’, methods=['POST'])
def batch_delete_history():

try:

# ZM IWT SRERA - ID, IR EFUEABIARS D

try:
user_id = get_jwt_identity()
user_id_int = int(user_id)
except:

# %8 IWT Sh2, ERRIARA ID

user id int=1

data = request.get_json()
if not data or 'ids' not in data:

return jsonify({'message”: "B/ AESELY), 400

history_ids = data['ids']

# S EFICRAS



logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} batch
deleting history: {history_ids}")

# 1EH PR
user = User.query.filter_by(id=user_id_int).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'delete"):

logger.warning(f"Unauthorized batch delete attempt by user:
{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": ' TR ITULER{ED), 403

# HEMERH EiC%

deleted_count =
Detection.query.filter_by(user_id=user_id_int).filter(Detection.id.in_(history_ids)).delete(sy
nchronize_session=False)

db.session.commit()

# iLXEITEE

audit_logger.log_data_access(user_id_int, 'history', f'batch delete detection
history: {deleted_count} records')

return jsonify({'message’: ' B IIMER {deleted_count} $AEIEK"Y), 200
except Exception as e:

logger.error(f'Error in batch_delete_history: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message". "#t 2 MEx H £1E3xk KM, 500



# SHIHEIER API
@api.route('/history/export’, methods=['GET"])
def export_history():

try:

# ZM IWT RERA - ID, IR EFUEABRIARS D

try:
user_id = get_jwt_identity()
user_id_int = int(user_id)
except:

# %8 IWT Sh2, ERRIARA ID

user id int=1

# S EFICRAE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id_int)} exporting
history")

# KREAPDR
user = User.query filter_by(id=user_id_int).first()

user_role = user.role if user else 'consumer’

if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized export attempt by user:
{data_desensitizer.hash_identifier(user_id_int)}")

return jsonify({'message": ' T FRINITULER{E?Y), 403

# FREDSRIER



detections =

Detection.query filter_by(user_id=user_id_int).order_by(Detection.created_at.desc()).all()

# HEE CSV £
import csv
import io

import datetime

output = i0.StringlO()
writer = csv.writer(output)

writerwriterow(['1D', 'K KA "FPAEER  BEE N E")

fruit_names = {
‘cucumber': "E& I,
'tomato": '&Ea,

‘apple’: R

for d in detections:
writer.writerow([
d.id,
fruit_names.get(d.fruit_type, d.fruit_type),
d.maturity_level,
f'{d.confidence * 100:.1f}%",

d.created_at.stritime("%Y-%m-%d %H:%M:%S")



output.seek(0)

# ILXEITEE

audit_logger.log_data_access(user_id_int, ‘history’, 'export detection history")

# 1R[E CSV X 14
return Response(output.getvalue(), mimetype="text/csv', headers={

'‘Content-Disposition’: f'attachment;

filename=history_export_{datetime.datetime.now().strftime("%Y%m%d_%H%M%S")}.csv'
)
except Exception as e:
logger.error(f"Error in export_history: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message” 'S H B £iCx KM}, 500

# BiREEEREAD
@api.route('/dataset/upload’, methods=['POST)
@jwt_required()

def upload_dataset():

user_id = get_jwt_identity()

# BSLIEFICRBE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} uploading
dataset")

# 103 M PR



user = User.query filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'write'):

logger.warning(f"Unauthorized upload attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message’: 'TCANPR - ZEIEE"), 403

if 'image’ not in request files:

return jsonify({'message": '1&_Ef£E F}), 400

image = request.files['image']
fruit_type = request.form.get(‘fruit_type’, 'unknown’)

maturity_level = request.form.get(‘'maturity_level’, 1)

# SIREURRE X
dataset_dir = 'dataset/raw_images'
if not os.path.exists(dataset_dir):

os.makedirs(dataset_dir)

# ERARKHEEIXSS, RIPFROEXGRER

filename =
f*{datetime.now().strftime("%Y%m%d%H%M%S")} {data_desensitizer.hash_identifier(image.fil

ename)[:8]}.jpg"
image_path = os.path.join(dataset_dir, filename)

image.save(image_path)

# RIEFEIHEERE



new_dataset = Dataset(
filename=filename,
fruit_type=fruit_type,
maturity_level=int(maturity_level),
image_path=image_path,
user_id=user _id

)

db.session.add(new_dataset)

db.session.commit()

# ILXEITEE

audit_logger.log_data_access(user_id, 'dataset’, 'upload dataset')

return jsonify({
'message”: 'EIEE _F1ERIT,
‘dataset”: {
'ld": new_dataset.id,
filename’: filename,
fruit_type': fruit_type,

'maturity_level: maturity_level

1), 201

@api.route('/dataset/list', methods=['GET])
@jwt_required()
def get_dataset_list():

user_id = get_jwt_identity()



# BEAIEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} accessing dataset
list")

# & H PR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, ‘read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": 'R G A1 EEE ")), 403

# RIMEIESE
fruit_type = request.args.get('fruit_type’)
maturity_level = request.args.get('maturity_level’)

is_labeled = request.args.get(‘is_labeled’)

# MEEI

query = Dataset.query.filter_by(user_id=user_id)

if fruit_type:
query = query filter_by(fruit_type=fruit_type)
if maturity_level:
query = query.filter_by(maturity_level=int(maturity_level))

if is_labeled is not None:



query = query.filter_by(is_labeled=is_labeled.lower() == 'true’)

datasets = query.order_by(Dataset.created_at.desc()).all()

dataset_list = []
for d in datasets:
dataset_list.append({

id": d.id,
filename': d.filename,
fruit_type': d.fruit_type,
'maturity_level': d.maturity_level,
'image_path': d.image_path,
'Is_labeled': d.is_labeled,

'created_at": d.created_at.stritime("%Y-%m-%d %H:%M:%S")
# ICXHITAR
audit_logger.log_data_access(user_id, 'dataset’, 'access dataset list')
return jsonify({'datasets": dataset_list, 'total": len(dataset_list)})
@api.route('/dataset/<int:dataset_id>', methods=['GET'])
@jwt_required()
def get_dataset(dataset_id):

user_id = get_jwt_identity()

# BSLIEFICRBE



logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} accessing dataset:
{dataset_id}")

# 18 H PR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'read’):

logger.warning(f"Unauthorized access attempt by user:
{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message”: ' TR 5B EHEE ")), 403

dataset = Dataset.query.filter_by(id=dataset_id, user_id=user_id).first()

if not dataset:

return jsonify({'message"”: 'EIBENRTFELE)), 404

# ICXEITEE

audit_logger.log_data_access(user_id, 'dataset’, f'access dataset {dataset_id}')

return jsonify({
'id": dataset.id,
‘filename’: dataset.filename,
‘fruit_type': dataset.fruit_type,
‘maturity_level': dataset.maturity_level,
'image_path': dataset.image_path,

'label_path'": dataset.label_path,



'is_labeled': dataset.is_labeled,

‘created_at': dataset.created_at.strftime("%Y-%m-%d %H:%M:%S")

@api.route('/dataset/<int:dataset_id>', methods=['DELETE])
@jwt_required()
def delete_dataset(dataset_id):

user_id = get_jwt_identity()

# BEAIEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} deleting dataset:
{dataset_id}")

# 195 A AR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'delete’):

logger.warning(f"Unauthorized delete attempt by user:
{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message’: ' TTAX PR MIBREIE L), 403

dataset = Dataset.query.filter_by(id=dataset_id, user_id=user_id).first()

if not dataset:

return jsonify({'message": '$IBERTFEE)), 404



# MHIBRIE F 3
if os.path.exists(dataset.image_path):

os.remove(dataset.image_path)

# MIBRAREE X1
if dataset.label_path and os.path.exists(dataset.label_path):

os.remove(dataset.label_path)

# MBREEEEICR
db.session.delete(dataset)

db.session.commit()

# ILXHITEE

audit_logger.log_data_access(user_id, 'dataset’, f'delete dataset {dataset_id})

return jsonify({'message’: '$IBE MR INY)

@api.route('/dataset/<int:dataset_id>/label', methods=['"PUT'])
@jwt_required()
def label_dataset(dataset_id):

user_id = get_jwt_identity()

# BEAEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} labeling dataset:
{dataset_id}")

# 103 M PR



user = User.query filter_by(id=user_id).first()

user_role = user.role if user else ‘consumer’

if not access_control.check_permission(user_role, 'write'):

logger.warning(f"Unauthorized label attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": ' TTAX R EFHEIEEFRE)), 403

dataset = Dataset.query.filter_by(id=dataset_id, user_id=user_id).first()

if not dataset:

return jsonify({'message": 'EIBERTELE)), 404

data = request.get_json()

# EHIREER

if 'label_data’ in data:
# REFREXMT
labels_dir = 'dataset/raw_labels’
if not os.path.exists(labels_dir):

os.makedirs(labels_dir)

label_filename = f*{os.path.splitext(dataset.filename)[0]}.txt"

label_path = os.path.join(labels_dir, label_filename)

with open(label_path, 'w') as f:

f.write(data['label_data'])



dataset.label_path = label_path

dataset.is_labeled = True

if 'maturity_level' in data:

dataset.maturity_level = int(data['maturity_level])

db.session.commit()

# ICXEITEE

audit_logger.log_data_access(user._id, 'dataset’, f'label dataset {dataset_id})

return jsonify({'message": '¥r% EH 1Y)

@api.route('/dataset/statistics', methods=['GET"])
@jwt_required()
def get_dataset_statistics():

user_id = get_jwt_identity()

# BEAIEFICRARE

logger.info(f"User ID: {data_desensitizer.hash_identifier(user_id)} accessing dataset

statistics")

# & A PRR
user = User.query.filter_by(id=user_id).first()

user_role = user.role if user else 'consumer’



if not access_control.check_permission(user_role, ‘read’):

logger.warning(f"Unauthorized access attempt by user:

{data_desensitizer.hash_identifier(user_id)}")

return jsonify({'message": ' TTAX PR 5 [ EIEE S 1)), 403

# REGETTHEE
total_datasets = Dataset.query.filter_by(user_id=user_id).count()
labeled_datasets = Dataset.query.filter_by(user_id=user_id, is_labeled=True).count()

unlabeled_datasets = total _datasets - labeled_datasets

# FOKRERGIT

fruit_stats = db.session.query(
Dataset.fruit_type,
db.func.count(Dataset.id)

).filter_by(user_id=user_id).group_by(Dataset.fruit_type).all()

fruit_counts = {fruit: count for fruit, count in fruit_stats}

# R ARG

maturity_stats = db.session.query(
Dataset.maturity_level,
db.func.count(Dataset.id)

).filter_by(user_id=user_id).group_by(Dataset.maturity_level).all()

maturity_counts = {str(level): count for level, count in maturity_stats}

# ICXEITEE



audit_logger.log_data_access(user_id, 'dataset’, 'access dataset statistics')

return jsonify({
'total': total_datasets,
'labeled": labeled_datasets,
‘unlabeled": unlabeled_datasets,
‘by_fruit_type": fruit_counts,

'‘by_maturity_level': maturity_counts

# HWENRE: RIEAAENA R ABIRERI
def get_suggestion(fruit_type, maturity_level, user_role):
# AEAERNEY
role_suggestions = {
farmer': { # W T 1EE
CEEXMEEKREE

4 RNEEHE BWBEHMARE
13
'business’: { # B AR
1 EaMEXREERE
2. EHPEMERME,
3ERNMEXRE,
4 NEWR M
13

‘consumer’: { # JHEE



L EREGF—REEHRA,
22T URA, BOR—K,
3 RERANL

4 FAEWEH

# RN ABHNEN, IRABAFENEAERENEI
suggestions = role_suggestions.get(user_role, role_suggestions['consumer'])

return suggestions.get(maturity_level, 'R %0

# SICERDIERED
@api.route('/forgot-password’, methods=['POST'])
def forgot_password():

try:

data = request.get_json()

if not data or 'email’ not in data:
logger.error("No email provided")

return jsonify({'message’: "T51=HERFEHBILY), 400

email = data['email]
# MBUIEFIERAR

logger.info(f"Forgot password request for email:

n

{data_desensitizer.desensitize_email(email)}")

# BEHRHP



user = User.queryfilter_by(email=email).first()
if not user:

logger.warning(f"Forgot password attempt for non-existent email:
{data_desensitizer.desensitize_email(email)}")

return jsonify({'message"”: 'BRFERTFLE}), 404

# EEESH
reset_token = secrets.token_urlsafe(32)

reset_token_expiry = datetime.utcnow() + timedelta(hours=1) # 1 /\BS33HA

# BEAFPNEESHEAITHR G
user.reset_token = reset_token
user.reset_token_expiry = reset_token_expiry

db.session.commit()

# ILXHITEE
audit_logger.log_access(user.id, 'forgot_password', ‘password reset request’)

logger.info(f"Reset token generated for user:

{data_desensitizer.desensitize_email(email)}")

# XEBENIZAIEM, EREEME
# HTEAMTR, BNEEERESHE

reset_link = f"http://127.0.0.1:5000/pages/auth.html?token={reset_token}"

return jsonify({
'message”: 'EEFEZEE AN

reset_link"; reset_link,



'reset_token': reset_token # X FHF LMK
}), 200
except Exception as e:
logger.error(f"Error in forgot_password: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message": '4b3 %M, EHEEEIR), 500

# WIrEESRMEO
@api.route('/reset-password/<token>', methods=['GET'])
def verify_reset_token(token):
try:
# BHA A
user = User.query.filter_by(reset_token=token).first()
if not user:
logger.warning(f'Invalid reset token: {token[:8]}...")

return jsonify({ message": 'TCXI I EE S FE)), 404

# RESHESITH
if user.reset_token_expiry and user.reset_token_expiry < datetime.utcnow():

logger.warning(f"Expired reset token for user: {user.id}")

return jsonify({message: "EE S ETH]Y), 400

logger.info(f"Reset token verified for user: {user.id}")
return jsonify({
'message’: "SREH L,

‘user_id": user.id,



‘email’: data_desensitizer.desensitize_email(user.email)
}), 200
except Exception as €:
logger.error(f"Error in verify_reset_token: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message": '4b3 %M, EHEEEIR), 500

# EETINED
@api.route('/reset-password’, methods=['"POST"])
def reset_password():

try:

data = request.get_json()

if not data or 'token' not in data or 'new_password' not in data:
logger.error("Missing token or new password")

return jsonify({'message’: "/ AESEY), 400

token = data['token’]

new_password = data['new_password']

# BHA A
user = User.query.filter_by(reset_token=token).first()
if not user:

logger.warning(f"Invalid reset token: {token}")

return jsonify({ message": 'TCXI I E B S FE)), 404



# RWESCHREAETH
if user.reset_token_expiry and user.reset_token_expiry < datetime.utcnow():
logger.warning(f"Expired reset token: {token}")

return jsonify({'message”: &2 iTH#AY), 400

# EERY

encrypted_password = encryption_tool.encrypt_data(new_password)
user.password = encrypted_password

user.reset_token = None

user.reset_token_expiry = None

db.session.commit()

# IDKEHITEE
audit_logger.log_access(user.id, 'reset_password', 'password reset’)

logger.info(f"Password reset successful for user:

{data_desensitizer.desensitize_email(user.email)}")

return jsonify({'message’: "B E & A IN7Y), 200
except Exception as e:

logger.error(f'Error in reset_password: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message”: '4bI25 K, 1EFEEEIR]), 500

# B ED
@api.route('/change-password’, methods=['POST])

def change_password():



try:

data = request.get_json()

if not data or 'user_id' not in data or 'current_password' not in data or

'new_password' not in data:
logger.error("Missing user_id, current_password, or new_password")

return jsonify({'message’: '"f/>AEHE), 400

user_id = data['user_id']
current_password = data['current_password']

new_password = data['new_password']

# BHA A
user = User.query.get(user_id)
if not user:
logger.warning(f"User not found: {user_id}")

return jsonify({'message": 'l A AR1FHY), 404

# WIEHRIHAD

decrypted_password = encryption_tool.decrypt_data(user.password)

if decrypted_password != current_password:
logger.warning(f"Incorrect current password for user: {user_id}")

return jsonify({'message”: 'Y B Z B EEIR}), 401

# EFEEY
encrypted_password = encryption_tool.encrypt_data(new_password)

user.password = encrypted_password



{data_desensitizer.desensitize_email(user.email)}")

db.session.commit()

# ILXHITEE
audit_logger.log_access(user_id, 'change_password’, '‘password changed")

logger.info(f"Password changed successful for user:

n

return jsonify({'message": 'ZABE B ALINY), 200

except Exception as e:

logger.error(f'Error in change_password: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message": '$bIBL K, FEHEEIRY), 500

# BEREAmBED (TFHRIEM)

@api.route('/direct-change-password’, methods=['POST'])

def direct_change_password():

data = request.get_json()

if not data or 'email’ not in data or 'new_password' not in data:
logger.error("Missing email or new_password")

return jsonify({'message": '#R/AESELY), 400

email = data['email’]

new_password = data['new_password']



# BHRHAR
user = User.query. filter_by(email=email).first()
if not user:

logger.warning(f"User not found for email:

{data_desensitizer.desensitize_email(email)}")

return jsonify({'message’: 'BRFERTFE}), 404

# BB
encrypted_password = encryption_tool.encrypt_data(new_password)
user.password = encrypted_password

db.session.commit()

# ILXEITEE

audit_logger.log_access(user.id, 'direct_change_password’, 'password changed
without current password')

logger.info(f"Direct password change successful for user:

{data_desensitizer.desensitize_email(user.email)}")

return jsonify({'message': ' BB TN')), 200
except Exception as e:
logger.error(f"Error in direct_change_password: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message”: '4bI25 K, 1EFEEEIR]), 500

# FREX CSRF £ h&f O
@api.route('/csrf-token’, methods=['GET"])

def get_csrf_token():



from flask_wtf.csrf import generate_csrf

return jsonify({'csrf_token": generate_csrf()})

# KRB PEE#ED
@api.route('/user-info’, methods=['GET"])
@jwt_required()
def get_user_info():

try:

user_id = get_jwt_identity()

# BHA A
user = User.query.get(user_id)
if not user:
logger.warning(f"User not found: {user_id}")

return jsonify({'message’: 'l A AR1FFY), 404

# MERAPER
user_info = {
id": user.id,
‘username’; user.username,
‘email’: user.email,
'role: user.role,
‘roleName": {
farmer’: "R\ TEE",
‘consumer': JHEE",
'business "I AR

}.get(user.role, user.role)



logger.info(f"User info retrieved for user:

{data_desensitizer.desensitize_email(user.email)}")
return jsonify({'user’: user_info}), 200
except Exception as e:
logger.error(f"Error in get_user_info: {str(e)}")
import traceback
traceback.print_exc()

return jsonify({'message”: '4bI2 5k, 1BEFEEEIR]), 500

# EFAPERED
@api.route('/update-user', methods=['PUT'])
@jwt_required()
def update_user():
try:
user_id = get_jwt_identity()

data = request.get_json()

# BHA A
user = User.query.get(user_id)
if not user:
logger.warning(f"User not found: {user_id}")

return jsonify({'message": ' FAARFHE"), 404

# EFAPER

if 'username’ in data:



user.username = data['username']

db.session.commit()

# ILKEHITHEE
audit_logger.log_access(user_id, 'update_user’, 'user information updated")

logger.info(f"User info updated for user:

{data_desensitizer.desensitize_email(user.email)}")

return jsonify({'message” ' P{E B EH L INY), 200
except Exception as e:

logger.error(f"Error in update_user: {str(e)}")

import traceback

traceback.print_exc()

return jsonify({'message”: '4bIE5 K, 1BEFEEEIR]), 500



ai_routes.py

from flask import Blueprint, request, jsonify
import logging

import json

from datetime import datetime

ai_api = Blueprint(‘ai_api’, __name_ )

logger = logging.getLogger(__name_)

# IKRHAAE
FRUIT_KNOWLEDGE_BASE = {
‘cucumber’: {
'name” &I\,
‘maturity_levels': {
11
'name’: &,
‘description”: "B&/NSEEARMA, BERE, FithRiE,
'storage”: "®RRTF, BEMAXES, THRTF3-5X,
‘harvest': " RNEIKHE, FTEULELEK
'market: NEETHHEE"
'processing”: "] HI{EREE I
2
21
‘name’: "R,
'description”: "B IR, BN, FhRWE,

'storage’: A EIRTE, 2E 10-12°C, T{R7F 7-10 X/,



‘harvest”: "I AR, ERNHFEFEF1-2 X,
'market: EEMEATZHEE

‘processing”: & & HIEIP R FURFESE

'3
'name’ "RLEY,
‘description” 'B/NEE M, BERLE, FRhEH,
'storage”: AERTE, RE 8-10°C, T{RfF 10-14 X,
‘harvest”: "B {ERFRYL,
'market: EEFTETH, MERML

'processing: EBAEZMZITAR

‘4"
'name’ "I F,
‘description”: BT ERZ, BELXER, FRHhEHK,
'storage” 'MEIRAH, FAEM#ERF,
'harvest': 'Rz 3z BISR 1,
'market’: "fI&RAK, FREEE

'processing”: & & HERTUTED

J

‘lanting_tips": [
HNEREEDENINE, EEEE 20-30°C,
FEREHMEE, SRXED6/ESE,
'TBERAKRYF, pH{E 6.0-7.0,
EERK, REBLEREERTE,
HEKPTEREZNESR, BUUEAAVER



1

‘common_qguestions’: {

IETHIBT AR YREE MANRNEBERE, BE MR
MANEMNFES, FEBEOALH, ©EF: RANRIRTRTE %,

'REETRE D BENNREETRERE 8-12°C, #HXNEE 85-90%, #B
S52GFERNKR (MR, BE) —ElF.

IEEACRERE 1. BREEER, BOKPRK, 2 BRER, '
BB, 3 RIBEENEEMEE, 4 TRE, KENAEIROREL.

AL BINERKDY . AR C BEERMD, BEMTEFE: 1 4
KIRE, REFE 2. (REDBL, EEW, 3 BEMOE, F®IVOME 4. B8 %E,
5 BACES, #HEIMR.

}
2
‘tomato”: {
'name": ‘&,
‘maturity_levels': {
1
'name’: "&£,
‘description”: '"BETTEARMA, BERE, FthRiE,
'storage”: "®IRRTF, TER, RENEEK,
‘harvest: ' RNEWRE, BEREEK,
'market” ' FEETHHEE
'processing”: 1] #l{E S FE AP FE
3
2"
'name’: "R,
‘description”: "B AR, BIEFFIAETL, FRHKRE,

'storage”: "EIRIER, ZUSERTE



‘harvest”: "B IEKHE, EEITH
'market’: EEKIRIZHHE

'processing’: i& & i 15 g AL

'3
'name’: "B EY,
‘description”: "B E M, BEEL, FEF
'storage”: "®RRTF, BEMAXES, TRF5LS-7X,
‘harvest': "BRAER B
'market: EEFEMH, ARERE,

‘processing’: ' EEAE BRI

‘4"
'name’ "I F,
‘description”: 'FEINIERE, BERL, BT,
'storage”: 'MBIRASINT, AEFEE,
‘harvest': 'R 32 B K4,
'market "MIERERAR, FRFHE
'processing”: ' EAFEFIT. 2HRE

J

‘lanting_tips": [
BINEXORENME, EERE 18-28°C,
FEXEMNEL, BRED 8/NHES,
TIRERADAHIKRYF, pH A 6.0-7.0'
TEXRIE, BIERTAMELE
EEME M, (REEREK



1

‘common_qguestions’: {

ETFIBT VR URPE . AN EM SIS, AR R
MEMSURESD, RN RERF HANEMRFEZLE.

'REETRE D BEMNREETREE 12-15°C, HXEE 85-90%, 5T
ERPANE NI IUEBRTE, REZARTIER.

IMEEACRERE 1. B 5 ZBBRBRNRX—EMET, 2 #EFNRFH
T, BKDREK, 3 ERAXES, 4 AEAEZTEMABBNIKE.

WAL BNEREMAR. ERC. BEREFERAD, BAUTH
g1 EM, BERE, 2 RIPOCMERR 3 #BR%EN, 4 {REHEL 5
P

g
‘apple’: {
'name” 'ER
‘maturity_levels': {
14
'name’: "&£,
'description’: 'L RTEERMA, BEELR, RbEE,
'storage”: WEURTE, TEFRKAE,
‘harvest: ' RNEWRE, BEREEK,
'market’: FEATIZHEE
'processing': 0] #il L REE
2
VARY
'name’: ",
‘'description”: SERTTHARLE, HETHEL, FRHBERE,

'storage”: A ERTE, TEF2-31MA



'3

‘4 {

13

‘harvest”: "B IAEKHE, EEHET
'market: EEMEATZHEE

'processing”: 'EEFIEER FHEE

'name’: "B EY,
'description’: 'L RTEEMF, AEEHE, Fih
'storage”: AERTE, TEF1-2 1A
‘harvest': "B FER AL,

'market: EEFEMH, ARERE,

'processing”: EAAEBRMZIT

'name’: 1T,

‘description”: SERISEME, HER,
'storage”: 'MZBEIRAHMNTL, FEHBEF
‘harvest’: 'R 37 B K Hd

'market’: "HERAE, FREHE
'processing”: & & B ESERIRAR T

‘planting_tips": [

ERERRRNTLE, EEEE 15-25°C,

FERENRAE 8XED6/NRESHIL,

THRERRELRX, HKRYF, pHIE60-75,
BEHRES, EHBNEX,

s
™

VERRRERE, EEBARA

JE



1

‘common_qguestions’: {

IETFHIBT AT VREE . AN ERABEEE R, MRS B
ARERFES, AEEHARIER, BSK ARNERERTHRE.

'REETRE EROREETRERE 0-4°C, HXEE 90-95%, oY
BHEHA, BEEFEBESHRIISKNEY—RiET. |

EEACREAE L BmER, BRMAERE, 2 RTEENEEME
E; 3 BT, RENAEIRNER, 4 BRS5Z2EFENKR—E#EE. |

AL ERESREALE. fER C. HEERHY, BAMUTHLL: 1
(RitipiBfER, MPiEW, 2 BRRAEEE, RO 3 ERRkE 4 Ek &
ZRE, 5 BAETEWGE.,

}

@ai_api.route('/ai/chat’, methods=['POST'])
def ai_chat():
try:
data = request.get_json()

message = data.get('message’, ").strip()

if not message:

return jsonify({'message": 1&g A [a]&'}), 400

logger.info(f"Al Chat Request: {message}")

response = generate_ai_response(message)



return jsonify({'response’: response})

except Exception as e:
logger.error(f"Al Chat Error: {e}")

return jsonify({'message": ' 321E KA H $5)), 500

@ai_api.route('/ai/image-qga’, methods=['POST'])
def ai_image_qga():
try:
data = request.get_json()
image = data.get('image’, ")

question = data.get('question’, ").strip()

if not image:

return jsonify({'message’: "ig_EfE& F'}), 400

if not question:

return jsonify({'message": 'i5%i A a1 &'}, 400

logger.info(f"Al Image QA Request: {question}")

response = generate_image_ga_response(question)

return jsonify({'response’: response})

except Exception as e:

logger.error(f"Al Image QA Error: {e}")

return jsonify({'message": '&321E KA H D), 500



@ai_api.route('/ai/recommendation’, methods=['"POST"])
def ai_recommendation():
try:
data = request.get_json()
fruit_type = data.get('fruit_type', ")
maturity_level = data.get('maturity_level', )

recommendation_type = data.get('recommendation_type', ‘all’)

if not fruit_type or not maturity_level:

return jsonify({'message": '1EHR /KR EKBE TR FAK '}, 400

logger.info(f"Al Recommendation Request: {fruit_type}, {maturity_level},
{recommendation_type}")

recommendations = generate_recommendations(fruit_type, maturity_level,
recommendation_type)

return jsonify({'recommendations’: recommendations})

except Exception as e:
logger.error(f"Al Recommendation Error: {e}")

return jsonify({'message": '4b321E KA H £, 500

def generate_ai_response(message):

message_lower = message.lower()



# BRERBUKRER
detected_fruit = None
for fruit_key, fruit_info in FRUIT_KNOWLEDGE_BASE.items():
fruit_name = fruit_info['name’]
if fruit_name in message or fruit_key in message:
detected_fruit = fruit_info

break

# 1. XFHEXEA

f 'S4 in message or 'IFK' in message or (1T 4B1&' in message and "& ' not in
message and 'A &' not in message and 'IZ' not in message):

if S8’ in message or '1&' in message:
if detected fruit:
# FEIRFE KR AVE R KW
return "'
<p><strong>{detected_fruit[ name Tz # R IFEINL: </strong></p>

<p>MRFE=H, BIfE<strong>2 R - FpFh</strong> B RKHE,
IERFKER: </p>

<ul>
<li>EZFRMF, @mRERIE</i>
<li>FihiRE, AHaEshHdERZm</Ii>
<li>HREKOTEZRA</i>

</ul>

<p>B MK,
{detected_fruit['maturity_levels']['2']['description']}</p>

else:

# 1B AR X REIRL



return '
<p><strong>ZHI KR : </strong></p>

<p>MFHEIZHAKER, BilF<strong>2 R - FpiFA</strong>
AXiE, R'E: </p>

<ul>

<li><strong>RE & </strong>: FRRAMKRFEE, <
SRR Z/</i>

<li><strong>TREEHAK </strong>: F L ARI7K R O] UFE =i Al
B IFIT TR P kgL pl Zh</li>

<li><strong>fRRIE</strong>: BAFIARF, FiE B A
EEFEBRERBRE</>

</ul>

<p>REKRMEGXKEH B TEBMER, B MNEEREKRE
BURBUE ARV I, </p>

else:
if detected fruit:
# FEREK R R ER R
return f"
<p><strong>{detected_fruit[ name [}ER{EXR@IAL: </strong></p>

<p><strong>EfEXHHEA</strong>:

{detected_fruit['maturity_levels]['3]['description']}</p>

<p><strong>Z 3@ HI W ERAE </strong>:
{detected_fruit['common_questions'][ Z01a] | ¥ ai 2 E |} </p>

<p><strong>RE AR KR </strong>: </p>
<ul>

<li><strong>1 %k - 4 </strong>:
{detected_fruit['maturity_levels']['1]['harvest']}</li>

<li><strong>2 & - FpLF</strong>:



{detected_fruit['maturity_levels']['2]['harvest']}</li>

<li><strong>3 Z&k - B{Fh</strong>:
{detected_fruit['maturity_levels']['3']['harvest']}</li>

<li><strong>4 2% - T #h</strong>:
{detected_fruit['maturity_levels']['4'][ harvest']}</li>

</ul>

else:
# 18 SRR LI
return ™
<p><strong>KREERFHY: </strong></p>
<p>REKRMIREFRBEVE AR, E—REB/UTERERN: </p>
<ul>

<li><strong>¥M 4 E</strong>: MEKRFE. K/, K

EE</i>

<li><strong>EHfiiR </strong>: FEAIKREMES, FHiE
M</li>

<li><strong>S Bk [EF</strong>: HAKREIRAFHNRE
</li>

<li><strong>REFEIR7A</strong>: FANKERERZHE
</li>

</ul>

<p>MRBHTiEH, BWEFMANRE, NRINHRA, #il

<p>T] PHEERAKREXBREE FAOREEW, </p>

#2. BAOBAEE &R

if & F' in message or 'AR%' in message or 'BKi&E' in message or 'IZ’ in message:



if ' =@ in message or '=F#" in message:
# EEME=MKRORERAR
return "'

<p><strong>=F/KRMNFER AN </strong></p>

<p><strong>EJ\. </strong></p>

<ul>

<li><strong>&{ER AHi</strong>: 3% - pEART, UBLEFEIERE
Bix, RMED, OBEEET</i>

<li><strong>RAB4HFm</strong>: BERETH, KNRE, EHER.
FHEE R </li>

<li><strong>®& AR </strong>: MANE/NTUERERA, H©F
U HIESFRE </1i>

</ul>

<p><strong>Fjh. </strong></p>

<ul>

<li><strong>&{ER AH</strong>: 3R - AR, LLARSEMEE
B4, FRMbZFEIR, ORFHEZIT</i>

<li><strong> A BA4F R </strong>: BREHEF, RAWHE, EE5LEER.
kO Fe B EF I E</i>

<li><strong>® & </strong>: HEAMEFEMTIUEEZRH, tho
BT &FZIE</i>

</ul>

<p><strong>3ER: </strong></p>

<ul>

<li><strong>E{ER BHi</strong>: 3R - AR, WNEREE
B4, FUbAEER, ORGEHSE</Ii>



<li><strong>AB4Fm </strong>: FEEIT, EHEEFR, ETEER
o R = </li>

<li><strong>R I </strong>: FAMERTUEZERA, ]
HEMESERIR. ERTE</i>

</ul>

elif detected_fruit:
# IR EKRINRER AR
fruit_name = detected_fruit['name’]
return "
<p><strong>{fruit_name}R{ER ARIHl: </strong></p>

<p><strong>&{ER H#i</strong>: 3H - AR, IbAS
{detected_fruit['maturity_levels]['3]['description']}</p>

<p><strong>ABHF R </strong>: </p>
<ul>
<li>Z& B {fruit_name} O B fE</li>
<li>FEEH, KRREB</Ii>
<li>FithEik (Fh) SR (RN, E£R) </i>
</ul>
<p><strong>g AEIW </strong>: </p>
<ul>
<li> B 2 A9{fruit_name} o] A EIZE R B </li>
<li>th o BT 2 ERFEEMIE </i>
<I>EWAXBERHIREA MREREQDR/>

</ul>

else:

# BARAAOREW



return "
<p><strong>KRERERANAL: </strong></p>

<p>—pEKiE, KEFE<strong>3 K - pE</strong>Bf & O BR&E,

LB </p>

<ul>
<li>EFREXRF RS />
<li> MR &R AR </1i>
<li>FE#iEFR, O&F</i>

</ul>

<p>AEKRHEGRER AR </p>

<ul>
<li><strong>&J</strong>: AR EERLE, OREEESIT</i>
<li><strong>Zfi</strong>: AR ENEEL, ORRIEZIT</Ii>
<li><strong>3R</strong>: ARG EH, OREREHE</>

</ul>

<p>EWAKRZERAERREN, MUREREARGKE, </p>

# 2. FNAR KAy [E) &
if 40" in message or 'FFAE in message:
if "GN{aTHI BT in message or EAHIRT in message:
if detected_fruit:
return f"

<p><strong >30T #|#fr{detected_fruit['name [JHI P ZAE
</strong></p>

<p>{detected_fruit['’common_questions'][' 404 | 7 5 ZE T} </p>

<p>E I UFEAFENM Al MRS, EE{detected_fruit[name'T}
B H BT B ¥HIMTAAE! </p>



else:
return
<p>FIMIKREAENTTER LA </p>
<ul>

<li><strong>EnEBWE </strong>: HFAHIKREBEE BRI
BAFIE</li>

<li><strong> G fitiE </strong>: AEAMKERMIES, T
WA </i>

<li><strong>S Bk [EF</strong>: AKREIRENESE

</li>

<li><strong>K/NM&&E</strong>: FREAEIKRBEILEFIFRAKX

Ih</li>
</ul>

<p>EE UERFIN A NER S, EEKRERETBaIHB
AE! </p>

elif &%’ in message or 2R %' in message:
return ™'

<p>HAEFRD A AR </p>

<ul>
<li><strong>1 & - & </strong>. TERBH, FTEREEK</I>
<li><strong>2 £k - $piFh</strong>: A, EETH</Ii>

<li><strong>3 2% - Fi#F</strong> TEMF, REEBRA</>

<li><strong>4 & - dF</strong>: TERFH, FTEZBRIRAZMN
T</li>

</ul>

<p>REMAERNKRERENEFIHERIN, B MUE SRS
BEPARBUFAEW ., </p>



# 3. FFEKRAY 6]
if detected_fruit:
fruit_name = detected_fruit['name']
if 577" in message or 'R in message:
return "
<p><strong>{fruit_nameMiEFE I </strong></p>
<p>{detected_fruit[ common_questions'|[ & {E & FRE |}</p>

<p>{detected_fruitf common_questions'][ 4Na] ZEKAREEER T} </p>

elif 'Fh4E' in message or "4 4" in message:
tips = '<br>"join([f'<li>{tip}</li>" for tip in detected_fruit['planting_tips']])
return f"
<p><strong>{fruit_name}f{E#I5: </strong></p>

<ul>{tips}</ul>

elif '"#¥4L" in message or "& %' in message or 'f1{&' in message:
if '4F4b" in detected_fruit['common_questions']:
return "'
<p><strong>{fruit_name}f§F4bt: </strong></p>

<p>{detected._fruit[' common_questions]['#F4t 1}</p>

elif 'H3%" in message or '$5&" in message:
return "
<p><strong>{fruit_name}HHEEW: </strong></p>

<ul>



<li><strong>1 2% - 4 </strong>:
{detected_fruit['maturity_levels']['1']['market']}</li>

<li><strong>2 2% - FpiZh</strong>:
{detected_fruit['maturity_levels']['2']['market']}</li>

<li><strong>3 £k - R{E</strong>:
{detected_fruit['maturity_levels']['3']['market']}</li>

<li><strong>4 £k - 1T #h</strong>:
{detected_fruit['maturity_levels']['4"]['market'}</li>

</ul>

elif /0L in message or 'Z4F' in message:
return "
<p><strong>{fruit_name}il TEIL: </strong></p>
<ul>

<li><strong>1 2k - 4 </strong>:

{detected_fruit['maturity_levels']['1']['processing']}</li>

<li><strong>2 2% - i Fh</strong>:

{detected_fruit['maturity_levels']['2']['processing']}</li>

<li><strong>3 £k - F{F</strong>:

{detected_fruit['maturity_levels']['3']['processing']}</li>

<li><strong>4 £ - 1 F#</strong>:

{detected_fruit['maturity_levels']['4']['processing']}</li>

</ul>

# 4. REHEX B
if ' &% in message or 'LIAE' in message or 'ZA{al{#F ' in message:
return '

<p>FANNRGHRHIATINEE: </p>



<ul>
<li><strong> ZE M </strong>: EEKRE R, B TRAE</Ii>
<li><strong>% BEFfEHF </strong>: ARIERNEE RIB NN </i>
<li><strong>Al BjF</strong>: fBEXTKENE Mo @</Ii>
<li><strong>E fy [a] & </strong>: FX/KRE R #HFTEEERZ</1i>
</ul>
<p>EATIE: </p>
<ol>
<li>fE B TUEFE Tt </li>
<li> FEKRE R </li>
<li>EREKRER </li>
<li> R E" FHRIN = </li>
<li>EFRNERFIEEZN</Ii>

</ol>

#5. [o)fe&AniE A [a)

if "YRIF" in message or 'f&4F in message or 'hi' in message_lower or 'hello’ in

message_lower:
return ™
<p>fF! WEBKREAERNERSEN Al BIF, ReXABRS. </p>
<p>IIAUFE: </p>
<ul>
<li>fRE R TKRBAK BB </li>
<li>R /K RIPEMEFEIN </li>
<li>BI&EXTKREFMERM BB </Ii>
<li>¥5 SN E MBI R F</li>



</ul>

<p>iBEAHH AT UEHERN? </p>

#6. BAMRE

general_responses = |

<p>IEHF RE A BT, TNBERELTKRRAERN. fiE, t5Fs
£FEAM, </p>

<p>&T] ] [aF: </p>

<ul>
<li> g F MK R B FAE? </li>
<li>AEIpAEKRNEFTTE? </li>
<li>tH AR ERFBKREF? </li>
<li>KROEFNEHEWL? </li>

</ul>

<p>KTRAERN, HMNORGEAL AIER, TRUEFIRBIRIL.
Ein. ERMAMPE. </p>

<p>1MTFE: </p>

<ul>
<li> FEKRE R </li>
<li>IEFERRER </li>
<li>Al BEm#r</li>
<li>REHAEERFEW</Ii>

</ul>



<p>XFEMEEM, FTERWE: </p>

<ul>
<li>fEBIANASREMT TIRE, ARIBRMLERREA BRI </li>
<li>EBKRE R, FRERBE EERREFRNEL</>
<I>EFEEE"T BARKENAEIFE</i>

</ul>

return general_responses[hash(message) % len(general_responses)]

def generate_image_ga_response(question):

question_lower = question.lower()

if B ZE" in question_lower or 'AXEY in question_lower:
return
<p>1RIBE R AT, XADKRARLEE T PURI LT RHEHIBT </p>
<ul>

<li><strong>E & </strong>: MEKRAME B FILEZ MmFR A
RERE </li>

<li><strong> & </strong>: FABIKREHIES, HIEM</li>
<li><strong>¥F</strong>: FRAMKRKREE BARLF</Ii>
</ul>

<p>BWEFERBMNOLNINGE, ERRERSGSENEEERNRAEH
wr, </p>



elif 'fi§7%" in question_lower or '"{&7%" in question_lower:
return
<p>RBEF FRIKRBAE, EERNNT: </p>
<ul>

<li><strong> KR </strong>: B ABIRTE, BE 8-12°C, TJR#EF
7-14 K</li>

<li><strong>1F ZK R </strong>: BWMZBIRADRIMNI, AEHEF</I>

<li><strong>R KR </strong>: T PUIEBER, FUSELEKEFR
al</li>

</ul>

<p>BAEMEFITAERBECNER A SRS PREVFHERIL. </p>

else:

return '

<p>RIBE D, IPMKRERRBRER </p>

<p>TETNEE: </p>

<ul>
<li>H W7 R A </1i>
<li>$R{HAEF I </Ii>
<li>EFHRER B E</i>

<li>NEEFME</i>

</ul>
<p>FEFREETERBMAEMNEE, ZSAGREFIFANEE. </p>

def generate_recommendations(fruit_type, maturity_level, recommendation_type):



fruit_info = FRUIT_KNOWLEDGE_BASE.get(fruit_type)
if not fruit_info:

return '<p>#iK, BAXZFFZKRELEMIERE, </p>'

maturity_info = fruit_info['maturity_levels'].get(maturity_level)
if not maturity_info:

return '<p>#8#K, FAIFZAAERNHESE . </p>'

fruit_name = fruit_info['name]

maturity_name = maturity_info['name’]

recommendations = []

if recommendation_type in [‘all', 'storage’]:
recommendations.append(f"
<h4>  fEfFEIW</h4>
<p><strong>{fruit_name} ({maturity_name}) fE£#F775%: </strong></p>
<p>{maturity_info['storageT}</p>

")

if recommendation_type in ['all', 'harvest']:
recommendations.append(f""
<h4>  RiFEW</h4>
<p><strong>{fruit_name} ({maturity_name}) RIFHHL: </strong></p>
<p>{maturity_info['harvest']}</p>

")



if recommendation_type in [all’, 'market]:
recommendations.append(f"

<h4> SHEREIW</h4>

<p><strong>{fruit_name} ({maturity_name}) mWizHKHE: </strong></p>

<p>{maturity_info['market']}</p>

")

if recommendation_type in ['all’, ‘processing’]:
recommendations.append(f'"
<h4>  INTEIW</h4>
<p><strong>{fruit_ name} ({maturity name}) IITFHI: </strong></p>
<p>{maturity_info['processing']}</p>

")

if recommendation_type == "all’:
recommendations.append(f""

<hd4> ZREREIW</h4>

<p><strong>BVEFEIAR: </strong>{maturity_info['description]}</p>

<p><strong>M1EHI5: </strong></p>

<ul>{"join([f'<li>{tip}</li>" for tip in fruit_info['planting_tips']])}</ul>

")

return ".join(recommendations)



models.py
from flask_sqglalchemy import SQLAIchemy

from datetime import datetime

db = SQLAIchemy()

class User(db.Model):
id = db.Column(db.Integer, primary_key=True)
username = db.Column(db.String(50), unique=True, nullable=False)
email = db.Column(db.String(100), unique=True, nullable=False)
password = db.Column(db.String(100), nullable=False)
role = db.Column(db.String(20), nullable=False) # farmer, consumer, business
reset_token = db.Column(db.String(100), nullable=True)

reset_token_expiry = db.Column(db.DateTime, nullable=True)

class Detection(db.Model):
id = db.Column(db.Integer, primary_key=True)
user_id = db.Column(db.Integer, db.ForeignKey('user.id"), nullable=False)
fruit_type = db.Column(db.String(50), nullable=False) # cucumber, apple, tomato
maturity_level = db.Column(db.Integer, nullable=False) # 1-4
confidence = db.Column(db.Float, nullable=False)
image_path = db.Column(db.String(200), nullable=False)

created_at = db.Column(db.DateTime, default=datetime.utcnow)

class Dataset(db.Model):
id = db.Column(db.Integer, primary_key=True)

filename = db.Column(db.String(200), nullable=False)



fruit_type = db.Column(db.String(50), nullable=False) # cucumber, apple, tomato
maturity_level = db.Column(db.Integer, nullable=False) # 1-4

image_path = db.Column(db.String(500), nullable=False)

label_path = db.Column(db.String(500), nullable=True)

is_labeled = db.Column(db.Boolean, default=False)

user_id = db.Column(db.Integer, db.ForeignKey('user.id"), nullable=False)

created_at = db.Column(db.DateTime, default=datetime.utcnow)



